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Abstract 

 
The purpose of this Deliverable is to introduce the specifications of the Network Services and 5G 
infrastructure utilised in 5G ESSENCE Use Case 2 (UC2).  
This use case focuses on the needs of First Responders operating on the site of an emergency and requires 
highly reliable and secure communications with tailor-made services such as Mission Critical Push to Talk 
(MCPTT), messaging and localisation, etc. This document describes in detail the design and architecture of 
the services as well as related 5G ESSENCE infrastructure and provides the final integration and validation 
plan.  
Finally, this document details the final demonstration of the mission critical use case planned in BAPCO 
conference to held in Newcastle, UK in November 2019. The document concludes with a study of legal and 
ethical considerations for a fully operational 5G ESSENCE platform suited for first responses as well as with 
a discussion on verification and certification of their operational characteristics. 
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1 Introduction 
 

1.1 Description of the project 
 
The 5G ESSENCE project (Grant Agreement (GA) No.761592) is an active part of the 5G-PPP – phase 2 
initiative1.  
The 5G ESSENCE is oriented towards the actual demonstration of its results to real-life and the vertical 
industries introduced by the 5G-PPP framework. Hence, the project follows the approach of establishing three 
work-packages. In fact WP5, WP6 and WP7, respectively, correspond to: (i) the 5G Edge Network Acceleration 
at a stadium; (ii) the 5G E2E Slicing for Mission Critical Applications (Use case 2: MCPTT and Messaging & 
localization service) and; (iii) the 5G In-Flight Communication and Entertainment (IFEC) use case associated to 
vertical industries.  
Each of these WPs includes the planning activities, the development of the specific network services, the final 
integration and the realization of the actual demonstration in the corresponding use case. 
 
The present document focuses upon mission-critical (MC) communications that have strict QoS requirements, 
which are not easily fulfilled by traditional infrastructure sharing models. The respective 5G ESSENCE Use Case 2 
will demonstrate the “sharing” of common 5G ESSENCE infrastructure in case of emergency (for example in the 
case of firefighters) for first responders and civilians. 
This Use Case 2 will be demonstrated to the BAPCO annual national event of 2019, which has achieved 
international recognition both as a unique multi-agency forum for public safety professionals and as a showcase 
for top-level systems and equipment. 
 
One of the main features highlighted in this use case is the capability of a 5G-based architecture in general, and 
the 5G ESSENCE solution specifically, to cope with dynamic reconfiguration challenge. The slice concept 
introduced in 5G and the highly virtualized and software-based platforms enable adapting “on-the-fly” the 
existing slices to the changing environment and even creating new slices for addressing new traffic requests. 
This feature is crucial in mission critical environments where disconnections and dynamic of new resources and 
their configuration is frequently required.  
For this reason, this deliverable provides a comprehensive approach to demonstrating dynamic end-to-end 
(E2E) slices reconfiguration and service adaptation in a mission critical deployment. 
 

1.2 Scope of the Deliverable  
 
This deliverable focuses on the description of the UC2 Network Services (NSs), the infrastructure associated 
with UC2 as well as the integration plan towards the final demonstration. It draws input from the previously 
submitted 5G ESSENCE Deliverable D6.12 where an initial description of the technical ecosystem and of the 
respective use case have been provided.  
In fact the present document is built upon the original D6.1  information, by providing detailed specifications 
and an integration plan for all core components. 
 
Furthermore, this document details “how UC2 stands to benefit from 5G ESSENCE innovations in WP3 & WP4 
with respect to slicing management & monitoring”.  
This is evident in the UC2 integration plan, where dependencies with WP4 are further discussed. 
 

1.3 Organisation of this document 
 
This document is organised as follows: 

                                                           
1  For more details about the respective 5G-PPP Phase 2, please see: https://5g-ppp.eu/5g-ppp-phase-2-projects/  
2  5G ESSENCE Deliverable D6.1: “Planning of demonstration and network services for Use Case 2”. Available at: 

http://www.5g-essence-h2020.eu/Deliverables.aspx  

https://5g-ppp.eu/5g-ppp-phase-2-projects/
http://www.5g-essence-h2020.eu/Deliverables.aspx
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Section 1 (current Section) serves as an introduction to the document. 
 
Section 2 introduces the basic concept of UC2 on E2E Slicing for Mission-Critical Communications. 
 
Section 3 provides a description of the slicing and monitoring aspects of UC2. 
 
Section 4 focuses on the specifications of the Network Services deployed for UC2. 
 
Section 5 provides the integration and validation plan for UC2. 
 
Section 6 discusses the legal, ethical and performance considerations for an operational 5G ESSENCE for 
mission critical communications and extends to certification. 
 
Section 7 concludes the document and provides future plans for WP6.  
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2 Architecture and Design for Use Case 2   

2.1 Use Case description 
 
The 5G ESSENCE project aims at significantly contributing to the achievement of the requirement of the Public 
Safety (PS) sector by providing a highly flexible and scalable platform, based on edge cloud computing and small 
cells (SCs). Therefore, instead of owning a dedicated infrastructure to provide PS services, which entails high 
costs of buying, installing and maintaining infrastructure elements, PS operators have already started moving 
their business to the Mobile Virtual Network Operator (MVNO) paradigm. This will manage the allocation of 
resources to the critical actors who require prioritized and high-quality services.  
Therefore, the 5G ESSENCE PS use case has special requirement reflected in the implementation of E2E slicing, 
elastic resource allocation, operability of the service in emergency situations and high QoE. 
 
In the 5G ESSENCE original framework, WP6 focuses on two mission-critical services, that is: (i) Mission Critical 
Push-To-Talk (MCPTT), and; (ii) mission-critical messaging and localization service.  
 
The process of provisioning those services can be summed up as follow: 
 

1. The 5G ESSENCE platform owner provides the required network slices to different tenants. 
 
2. Allocation of data rates is made by the SD-RAN controller in accordance with the cloud resources already 

allocated in the Edge DC by the VIM. In case of emergency, the Cloud Edge Small Cell (CESC) will “add” 
new resources taking into consideration the request, close-to-zero delay and maintaining the connection 
even if the backhaul is damaged. Moreover, 5G ESSENCE SD-RAN controller will enforce the priority 
access of first-responders by extending the slices to the radio part, thus creating the end-to-end slices 
that isolate those responders from other's parties' communications. 

 
3. In case that ICT infrastructure is damaged, WP6 maintains the operability of the services by deploying 

the control plane in the edge. Therefore, when the backhaul connection is damaged, then a new CESC is 
displayed to mitigate the damage in the macro base stations (BSs).  

 
The following figure (Figure 2-1) illustrates he different components involved in the service of MCPTT.  

Essentially, an IP Multimedia Subsystem (IMS) will be implemented as a centralized subsystem attached to the 

Evolved Packet Core (EPC) of each operator and it operates together with the centralized nodes when HSS 

request are processed (e.g. during communication establishment).  

 
Moreover, WP6 proposes to bring MCPTT server near to the user in a distributed and scalable way. 
 



Embedded Network Services for 5G Experiences (5G ESSENCE)    
Grant Agreement No.761592  31.03.2019 

 

Deliverable D6.2 (“Prototypes of Network Services and Integration Planning for Use Case 2”)  18/121
  

 
 

Figure 2-1: Components involved in a MCPTT service for public safety deployment. 
 
As for the localisation and messaging service, the proposed solution, called FeedSync3, is based on innovative 
publish subscribe modular solution that operates on top of the 5G ESSENCE leveraging the flexibility of 5G 
architecture. More interestingly, the virtualized approach enables on-the-fly deployment of new resources 
close to the users, as envisaged by the 5G ESSENCE approach.  
 
What is more, instantiated resources can be tailored to the capacity of the hosting hardware in the sense that 
light versions of an application are favoured when it comes to instantiating services in small cells and light DATA 
Centre (DC), as highlighted in the Figure 2-2 below. 
 

 

Figure 2-2: Mapping the 5G ESSENCE architecture to a PS deployment for messaging a localisation. 

                                                           
3  For more related information also see, inter-alia: https://codex.easypropertylistings.com.au/article/28-how-to-install-

and-use-feedsync 

https://codex.easypropertylistings.com.au/article/28-how-to-install-and-use-feedsync
https://codex.easypropertylistings.com.au/article/28-how-to-install-and-use-feedsync
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2.2 Considered overall scenario 
 
The demonstration of the MCPTT use case cannot be based on a static scenario, since one of its objectives to be 
proven is the elastic allocation of resources attending to different levels of emergency conditions detected by 
the monitoring system. WP6 proposes a deployment topology in three main stages, as shown in Figure2-3. 
 
At the beginning, in a situation under normal circumstances, the system instantiates the network slices that 
correspond to a default service agreement. Here, the first responder only needs a reduced amount of access 
capacity and communication features for its normal operations.  
 
Then, triggered by an emergency incident, the first responder requires increased capacity in terms of both data 
rate and edge computing resources, in order to serve a higher number of communications and/or public safety 
users. This situation may involve a deterioration of the service for legacy users, since their network slice(s) must 
be reduced in order to appropriately allocate the higher priority MCPTT service.  
 
Finally, WP6 will demonstrate how the service responds to an extreme situation of damaged infrastructure 
where a coverage extension is needed. In this situation, backhaul connectivity is lost, all the resources must be 
dedicated to the MCPTT network slice and the public safety organization may dynamically add new access 
points to the network in order to improve connectivity. 
 

 
 

Figure 2-3: Mission Critical applications for Public Safety. 
 
This use case aims at demonstrating that the 5G ESSENCE context provides a solution for an efficient and elastic 
end-to-end network slicing and the efficient orchestration of the radio, network and cloud resources, in the 
defined three main stages discussed as follows: 
 
Stage 1: Under normal circumstances, the 5G ESSENCE platform owner is providing three differentiated 
network slices. Two slices correspond to a Public Safety organisation running, respectively, a MCPTT and a 
messaging application, and the third slice corresponds to legacy end-users that have subscribed to the classical 
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communications and Internet data offers. Each network slice is composed of an allocated data rate over a 
coverage area (which is mapped by the cSD-RAN Controller to a portion of CESC radio resources) and an 
allocated of cloud resources (which is mapped to processing power/storage capabilities in the Edge DC).  
For the service of Public Safety organisations, normal operations require a certain amount of access capacity 
and communications features (e.g., group communications capabilities) supported in the area of the CESC 
cluster. This requirement will be mapped to a number of radio KPIs in the CESCs and the deployment of Group 
Communication service instances at the edge for multimedia and mission-critical Application Servers (AS) for 
voice with enhanced responsiveness.  
In addition to the QoS guarantees for each tenant, the deployment owner has to assure the required levels of 
isolation in the provisioning of the network slices. 

 
Stage 2: In the case where there is an emergency in the area, the CESCM will be able to react to the new service 
requirements. For instance, the MCPTT communications provider may require additional service in order to 
cope with an increased number of first responders and/or teams. Based on pre-arranged and/or on-demand 
service scaling policies, the CESCM will implement new elastic resource allocation schemes, thus giving priority 
access to first responders and taking into account both radio (for the access connections) and cloud resources 
(for deploying more resource-consuming edge services). The deployment of edge service instances serves a 
two-fold objective, that is: first, it enables minimal delay in the mission-critical services; second, it allows 
maintaining the operability even when the backhaul connection is damaged. 

 
Stage 3: In case that ICT infrastructure is damaged during a natural disaster or a terrorist attack, the first action 
should address the need for radio coverage supplementation. In this stage, a deployable system to mitigate the 
damage in the macro base stations will be used. In the proposed use case, the deployable system will offer 5G 
connectivity to the first responders in the field, consolidating the interoperability requirements.  
In order to better orchestrate the radio transmissions, the deployable system will be considered as a new CESC 
that can be dynamically integrated to the small cell cluster. In this way, the enhanced 5G ESSENCE SON and 
RRM features can be applied to the coverage extension unit. The interconnection of the deployable unit with 
the CESC cluster will be made through a wireless backhauling technology. 
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2.3 Architecture 
 
In the planned 5G ESSENCE approach, the Small Cell concept is evolved as not only to provide multi-operator 
radio access, but also, to achieve an increase in the capacity and the performance of current RAN 
infrastructures, and to extend the range of the provided services while maintaining its agility. To achieve these 
ambitious goals, the 5G ESSENCE context leverages the paradigms of RAN scheduling and additionally provides 
an enhanced, edge-based, virtualized execution environment attached to the small cell, taking advantage and 
reinforcing the concepts of MEC4 and network slicing. 
 
The existing 5G architectures act as a “solid reference point” for case of the 5G ESSENCE project that combines 
the current 3GPP framework for network management in RAN sharing scenarios5 and the ETSI NFV framework6 
for managing virtualized network functions. The CESC offers virtualised computing, storage and radio resources 
and the CESC cluster is considered as a cloud. This cloud can also be “sliced’ so that to enable multi-tenancy7. 
The execution platform is used to support VNFs that implement the different features of the Small Cells as well 
as to support for the mobile edge applications of the end-users. 
 
Evolving the high-level architecture of 5G, the technical approach of 5G ESSENCE is presented in Figure 2-4, 
where it is illustrated the working architecture with emphasis on the functional elements and interfaces. The 
examination that follows, describes the work split in the proof-of-concept (PoC) design and implementation. 
 
As shown in Figure2-4, the 5G ESSENCE architecture8 allows multiple network operators (tenants) to provide 
services to their users through a set of CESCs deployed, owned and managed by a third party (i.e., the CESC 
provider).  
In this way, operators can extend the capacity of their own 5G RAN in areas where the deployment of their own 
infrastructure could be expensive and/or inefficient, as it would be the case of, for example, highly dense areas 
where massive numbers of Small Cells would be needed to provide the expected services. 
 

                                                           
4  Multi-access Edge Computing (MEC) offers application developers and content providers cloud-computing capabilities 

and an IT service environment at the edge of the network. This environment is characterized by ultra-low latency and 
high bandwidth as well as real-time access to radio network information that can be leveraged by applications. MEC 
provides a new ecosystem and value chain. Operators can open their Radio Access Network (RAN) edge to authorized 
third-parties, allowing them to flexibly and rapidly deploy innovative applications and services towards mobile 
subscribers, enterprises and vertical segments.  
The Multi-access Edge Computing (MEC) initiative is an Industry Specification Group (ISG) within ETSI. The purpose of 
the ISG is to create a standardized, open environment which will allow the efficient and seamless integration of 
applications from vendors, service providers, and third-parties across multi-vendor Multi-access Edge Computing 
platforms. For more details also see, among others: http://www.etsi.org/technologies-clusters/technologies/multi-
access-edge-computing  

5  See, for example, the context discussed in 3GPP TR 32.851 (2015-01: “Telecommunication management; Study on 
Operations, Administration and Maintenance (OAM) aspects of Network Sharing (Release 12)”. Available at: 
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2252 

6  For more details also see: https://www.etsi.org/technologies/nfv  
7  Multi-tenancy is an architecture in which a single instance of a software application serves multiple customers. Each 

customer is called as a “tenant”. Tenants may be given the ability to customize some parts of the application, such as 
color of the user interface (UI) or business rules, but they cannot customize the application's code. 
Multi-tenancy can be economical because software development and maintenance costs are shared. It can be 
contrasted with single-tenancy, an architecture in which each customer has their own software instance and may be 
given access to code. With a multi-tenancy architecture, the provider only has to make updates once. With a single-
tenancy architecture, the provider has to touch multiple instances of the software in order to make updates. 
In cloud computing, the meaning of multi-tenancy architecture has broadened because of new service models that take 
advantage of virtualization and remote access. A software-as-a-service (SaaS) provider, for example, can run one 
instance of its application on one instance of a database and provide web access to multiple customers. In such a 
scenario, each tenant's data is isolated and remains invisible to other tenants. 

8  For more details about the propose fundamental architecture see the content of the 5G ESSENCE Deliverable D2.2: 
“Overall System Architectures and Specifications”. Available at: http://www.5g-essence-
h2020.eu/Portals/0/5G%20ESSENCE_%20Deliverable%202.2_v1.1_Final.pdf?ver=2018-11-27-112117-947  

 

http://www.etsi.org/technologies-clusters/technologies/multi-access-edge-computing
http://www.etsi.org/technologies-clusters/technologies/multi-access-edge-computing
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2252
https://www.etsi.org/technologies/nfv
http://www.5g-essence-h2020.eu/Portals/0/5G%20ESSENCE_%20Deliverable%202.2_v1.1_Final.pdf?ver=2018-11-27-112117-947
http://www.5g-essence-h2020.eu/Portals/0/5G%20ESSENCE_%20Deliverable%202.2_v1.1_Final.pdf?ver=2018-11-27-112117-947
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Figure 2-4: 5G ESSENCE High Level Architecture. 
 
The 5G ESSENCE will provide advanced network virtualization, distributed service management and the full 
potential of a network embedded cloud, by building upon network slicing and isolation and then by providing 
this capability to multiple operators (i.e., tenants). It is worth noting that the abovementioned two-tier 
architecture of the 5G ESSENCE is well aligned with the current views on 5G architecture described by 5G-PPP, 
where the infrastructure programmability and the split of control and user planes are identified as two “key” 
logical architecture design paradigms for 5G.  
 
First, 5G ESSENCE achieves infrastructure programmability by leveraging the virtualized computation resources 
available at the Edge DC. These resources are used for hosting VNFs tailored according to the needs of each 
tenant, on a per-slice basis. Second, the Main DC allows centralising and softwarising control plane small cell 
functions to enable more efficient utilisation of radio resources coordinated among multiple CESCs.  
In addition to the abovementioned aspects, 5G ESSENCE contributes to other 5G architectural concepts such as, 
for example, the realisation of the network slicing concept, which is a fundamental requirement of 5G ESSENCE 
for enabling that multiple tenants and vertical industries do share the same CESC infrastructure. 
 
Latest 3GPP releases address the key requirements expressed from the Public Safety (PS) domain for next 
generation broadband public safety networks9. Further improvements to the 3GPP standards to cope with 
mission critical communications requirements are considered as a “central topic” in the 3GPP requirements 
study for 5G [1].  
 
Regarding PS service delivery models, there is a clear trend towards different forms of network sharing models 
as opposed to building out dedicated PS networks [2]. For example, the Emergency Services Network in the UK 
is going to use the RAN infrastructure of a commercial provider [3]; Blue Light Mobile [4] service by PS operator 
Astrid in Belgium offers access through roaming agreements with commercial operators; FirstNet in the US, 

                                                           
9  For more details about the 3GPP PS scope of actions also see: https://www.3gpp.org/news-events/3gpp-news/1455-

Public-Safety  

https://www.3gpp.org/news-events/3gpp-news/1455-Public-Safety
https://www.3gpp.org/news-events/3gpp-news/1455-Public-Safety
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while it counts with spectrum dedicated to PS, is expected to enable secondary use by commercial applications 
[5]. In this context, multi-tenancy becomes a cornerstone challenge. 
 
The 5G ESSENCE’s common orchestration of radio, network and cloud resources is expected to significantly 
contribute to the fulfilment of the requirements of the PS sector, bringing new tools to share both radio and 
edge computing capabilities in localised/temporary network deployments between PS and commercial users. 
The challenge consists on allocating radio, network and cloud resources to the critical actors (e.g., the first 
responders), who by nature require prioritised and high-quality services.  
For an allocation like this to be efficient and thus to enable E2E network slicing, the 5G ESSENCE solution will be 
applied.  
 
The respective Figure 2-5 illustrates the particularisation of the general 5G ESSENCE architecture, including the 
relevant components to support the Public Safety use case. The use case supports two different PS services, as 
they will be described later on in the following section, each one associated to a different network slice. The 
first one is the MCPTT service corresponding to slice 1 in the figure. The second one is the chat messaging and 
localisation service corresponding to slice 2. Other slices including, for example, commercial services are also 
naturally considered but are not depicted in the figure for simplicity.  
 
Both PS services rely upon different VNFs running at the Edge DC and on the radio transmission capabilities 
provided by the small cell at the CESCs. The MCPTT service includes an MCPTT server at the network edge, an 
IMS, a DNS and an HSS. These functionalities can run as VNFs in the Main DC as they are common to all the 
CESCs in a service area. In turn, the MCPTT client will be hosted at each UE.  
 
Based on this, the creation of network slice 1 involves the instantiation of the abovementioned VNFs, done 
through the NFV MANO10 entities (the OSM NFV Orchestrator11, Juju VNF manager12 & OpenStack Virtualised 
Infrastructure Manager13), and the instantiation of a RAN slice that provides a certain capacity for supporting 
the MCPTT transmissions at the radio interface, configured through the RAN slicing management function (e.g. 
through a number of descriptors that specify the operation of the RRM algorithms such as radio admission 
control or the packet scheduling behaviour).  
 
As for the network slice 2 associated to the messaging service, it involves three types of functions, namely the 
FS Client of the central station, the FS client at the UEs and the FS server. A possible mapping of these functions 
on the 5G ESSENCE architecture is shown in [6].  
There, a FS server is assumed to be associated to each CESC deployed during the emergency to provide the 
communication with the UEs connected to that CESC and with the central station. In that respect, it can be 
assumed to run as a VNF at the Light DC. In turn, the FS client of the central station can run at the Main DC or 
even at the PS operator premises outside the CESC infrastructure.  
 

                                                           
10  For more details also see, for example: https://www.etsi.org/technologies/nfv/open-source-mano  
11  OSM is delivering an open source Management and Orchestration (MANO) stack aligned with ETSI NFV Information 

Models. As an operator-led community, OSM is offering a production-quality open source MANO stack that meets the 
requirements of commercial NFV networks. For further information see: https://osm.etsi.org/  

12  Juju has adopted a domain neutral model and does not encode policy. It can therefore be described as a generic VNF 
Manager (VNFM) and not a VNF Orchestrator. In fact, Juju is useful across many domains and is being adopted in big 
data, cloud infrastructure, PaaS and other scale-out scenarios. This is very useful as it ensures that common elements 
such as databases, messaging systems, key value stores, logging infrastructure and other “glue” functions are charmed 
and available for automatic integration, reducing the burden on vendors and integrators. For this reason, Juju should 
not be classified as a NFV Orchestrator (NFVO), but rather working with MANO vendors to enable them to use Juju as a 
neutral VNF modelling system. Also see, inter-alia: https://openbaton.github.io/documentation/vnfm-juju/  

13  OpenStack is the only virtual infrastructure manager in OPNFV. The role of the virtual infrastructure manager is to 
configure the compute, hypervisor and infrastructure network domains. When there is no SDN controller, it can also 
configure the underlying physical networks. However, in the OPNFV scenarios, OpenStack only deals with configuring 
virtual switches, i.e. infrastructure networking. For more details also see, among others: 
https://wiki.opnfv.org/pages/viewpage.action?pageId=8690261  

https://www.etsi.org/technologies/nfv/open-source-mano
https://osm.etsi.org/
https://openbaton.github.io/documentation/vnfm-juju/
https://wiki.opnfv.org/pages/viewpage.action?pageId=8690261
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Figure 2-5: Particularisation of the 5G ESSENCE architecture for the Public Safety use case. 
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2.4 Testbed description for UC2  
 
The outcome of UC2 will be demonstrated during the BAPCO Satellite Series 201914 – Newcastle that will take 
place in St. James’ Park in Newcastle, on November 13-14, 2019. This event was selected since it corresponds to 
the end of the 5G ESSENCE project whereby most of WP6 contributions can be demonstrated. 
 
In practice, having the output of WP6 as a live demonstration in an event greatly influences the testbed choices 
for this public safety use case. Indeed, the final testbed for demonstrating main WP6 contributions should allow 
a portable physical demo, a minimum configuration environment (easy to start and run) for multiple 
consecutive plays, highly intuitive demonstration for non-technical attendees.  
 
Having these constraints established, a set of transportable hardware requirements as well as software 
environment for the WP6 demonstration has been selected (as seen in Figure 2-5). 
 
 

2.4.1 Hardware components 
 
With the list of constraints known to date, the following hardware components were selected (Table 2-1). 
 

Table 2-1: Hardware building blocks. 

 
Intel NUC 

 

2 Intel NUCs are required for the WP6 demonstration. These light and portable 
PCs will feature the following roles in the final demo: 

 1 NUC will play the role of the main DC with the VNFs required for public 
safety services. It can also host the EPC required especially for the MCPTT 
applications. 

 1 NUC will serve as a light DC in the demonstration. It will run the BBU of 
the eNodeB as well as the RAN controller.  

ETTUS B205 mini SDR  

 

This off-the-shelf software defined radios (SDRs) will play the role of radio 
remote head of the eNodeB. Being fully configurable it will allow installing an LTE 
stack (with the latest 5G related evolutions) on the corresponding NUC to form a 
conventional base station. 

Android based UE 

 

WP6 public safety services will run on top android based UEs. In order to 
highlight the slicing feature especially at the RAN part, separate slices for each 
service will be created, with a number of UEs in each slice. In this case, the target 
is at least 3 UEs in the MCPTT slice (in order to exhibit the group communication 
feature) and 2 Android devices in the messaging and localisation slice. 
 

 
 

2.4.2 Software building blocks 
 
Over the previously described devices, a set of software components will be deployed to provide a 5G-like 
network with 2 different slices.   
 
The following frameworks were selected, based on availability and ease to deploy and manage (Table 2-2). 
 
  

                                                           
14  Website of BAPCO event: https://www.bapco.org.uk/events/british-apco-satellite-series-newcastle/ (Accessed on 

March 2019). 

https://www.bapco.org.uk/events/british-apco-satellite-series-newcastle/
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Table 2-2: Software building blocks. 

 
Public safety VNFs  

 

The Mission Critical Push-To-Talk and the messaging and localisation (Chat) 
service will be deployed as virtual functions in the WP6 demonstration. A more 
detailed description of these services is given later in this document. 
 

Management and 
orchestration  

 

OSMv515 will be used for deploying, managing, chaining and orchestrating the 
UC2 VNFs. OSM was selected in order to remain coherent with other 
contributions in the project and in order to leverage the experience of the 
project partners in the area. 
 

Open Source EPC 

 

An open source EPC will be used to ensure a full deployment of the UC2 
network. NEXT EPC16 is an open source implementation of the Evolved Packet 
Core of LTE networks17 supporting up to Release 1318 and continuously 
updated. 
 

eNodeB software 

 

WP6 will operate the SDR based radio platform as an eNodeB with the help of 
an open source implementation of an LTE eNodeB19. srsENB is a complete 
software radio LTE eNodeB, written in C++ and building upon the srsLTE20 
library. 
 

cSD-RAN Controller 

 

The 5G-EmPOWER controller21 is selected in order to create and manage slices 
in the deployed public safety network. This framework is maintained by FBK -a 
member of the 5G ESSENCE consortium- and runs on top of the srsLTE suite. 
 

Monitoring and Telemetry 

 

WP5 will leverage the efforts deployed on Prometheus22 in other work packages 
in order to detect on the RAN any change that request adaptation of the 
defined slices. Based on gathered information from Prometheus, one can trigger 
changes in 5G-EmPOWER slice definition and guarantees. 
 

 

                                                           
15  Open Source MANO (OSM) is an ETSI-hosted open source community delivering a production-quality MANO stack for 

NFV, capable of consuming openly published information models, available to everyone, suitable for all VNFs, 
operationally significant and VIM-independent. OSM is aligned to NFV ISG information models while providing first-hand 
feedback based on its implementation experience. Release FIVE brings a number of improvements over previous 
releases. For more details see: https://osm.etsi.org/wikipub/index.php/OSM_Release_FIVE_Documentation  

16  See: https://github.com/acetcom/nextepc  
17  For more details also see: https://www.3gpp.org/technologies/keywords-acronyms/100-the-evolved-packet-core  
18  Release 13 comprises around 170 high-level features and studies. In addition to enhancements to existing services and 

features, this release saw the completion of the first set of specifications covering mission-critical services, in particular 
mission-critical Push-To-Talk, the essential functionality for LTE to be used by ‘blue light’ services for private mobile 
radio voice communication. For more details see: https://www.3gpp.org/release-13  

19  One of the biggest differences between LTE networks and legacy 3G mobile communication systems is the base station 
(BS). In 3G systems, there is an intelligent and centralizing node like the RNC (Radio Network Controller) and it needs to 
control all the radio resources and mobility over multiple NodeBs (3G base stations) underneath it in a hieratical radio 
access network. All NodeBs need to do is behave exactly according to commands from the RNC sent over the Iub 
interface. In LTE, on the other hand, eNBs (evolved NodeBs) as base stations have to manage radio resource and 
mobility in the cell and sector to optimize all the UE’s communication in a flat radio network structure. Therefore, the 
performance of an LTE eNB depends on its radio resource management algorithm and its implementation. 

20  https://www.softwareradiosystems.com/  
21  For further details also see, inter-alia: https://github.com/5g-empower/5g-empower.github.io/wiki/EmPOWER-IBN  
22  See: https://prometheus.io/  

https://osm.etsi.org/wikipub/index.php/OSM_Release_FIVE_Documentation
https://github.com/acetcom/nextepc
https://www.3gpp.org/technologies/keywords-acronyms/100-the-evolved-packet-core
https://www.3gpp.org/release-13
https://www.softwareradiosystems.com/
https://github.com/5g-empower/5g-empower.github.io/wiki/EmPOWER-IBN
https://prometheus.io/
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3 Slicing & Monitoring in UC2 

3.1 Basic Assumptions 
 
In compliance with [6], two baseline applications will be available for final demonstration, namely messaging 
and localisation service deployed as over-the-top (OTT) application (i.e. not directly integrated directly with 
signalling of underlying 4G/5G technology however leveraging the virtualization capability of the 5G ESSENCE 
architecture) and the MCPTT which will be integrated with relevant elements of the target 5G ESSENCE 
architecture and computational resources. The main assumptions here is that both applications will be 
assigned a dedicated slice each, this way from infrastructural perspective the control and data traffic isolation 
between both applications will be fostered to an achievable level. The reduction of latency is one of the key 
pillars of 5G and the use of network slicing, along with VNFs, are critical in this approach.  
 
In the 5G ESSENCE two-tier architecture this kind of structure is perfectly matched with the use of CESCs on the 
Edge of the network, having enough processing power and network capacity to run services distributed 
between multiple locations (small cells deployed on fire engines or police trucks in this case) in a way that it is 
possible to deploy and use both Messaging and localization and Mission-Critical Push-to-talk (MCPTT) 
applications much closer to the end-user and, as a result, to achieve lower latencies.  
This is possible since the petitions and responses sent using the specified tenant slice to the server are not 
necessarily managed by the Main DC that is further from the end user and, at the same time, reducing Main DC 
traffic or eliminating it completely as an added value. The concrete features of the slicing will be defined in the 
course of research of the WP3 [7]; however, the minimum capabilities of the use-case should enable:  
 
 Deploying slice-oriented management and operation features of the 5G ESSENCE with selected open-

source LTE SDR (e.g. OAI23, SRS24) and Orchestrators; 
 

 configuring per slice QoS guarantees (e.g. through defining amount of PRBs per slice) but also inter-slice 
priorities in accordance with the objectives of the Use Case 2 (UC2) focusing on mission critical for public 
safety deployment; 
 

 demonstration of selected radio resource management techniques from WP3 for radio resource 
allocation which is configurable per slice (e.g. radio scheduler, admission control); 
 

 provisioning an E2E slice and service which spans across EPC, RAN and eventually also the end-terminals 
(UE); 
 

 defining an interaction between the slice operation and the D2D “infrastructure-less” modes, and; 
 

 extending on-the-fly a slice with new resources (e.g. LightDC with small cell) as well extending a slice 
with new heterogeneous resources (e.g. LightDC with small cell + LightDC with WiFi). 

 
However, the real set of functionalities supporting slicing will largely depend on the selected SD-RAN controller 
platform. UC2 is implemented using 5G-EmPOWER and open-source SDRs (OAI, srsLTE) available for the 
integration of research results or the CASA’s -a 5G ESSENCE partner- small cell provided for verification and 
validation purposes. For instance, it is known to the consortium that the capabilities for extending the LTE SDR 
frameworks are sometimes hard to predict (e.g. carrier aggregation feature is only available with dedicated 
software branch of OAI, but SRSLte does not support it25) as the product support is limited due to experimental 
nature of both kind of LTE radio stacks.  
 
The evaluation of the 5G ESSENCE slicing solution will be built into the demonstration scenario of UC2 and as 
such aims at proving the following verifiable features: 

                                                           
23  See, for example: https://www.openairinterface.org/  
24  See, for example: https://www.softwareradiosystems.com/tag/srslte/  
25  At the time of deliverable finalization.  

https://www.openairinterface.org/
https://www.softwareradiosystems.com/tag/srslte/
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 Technical means to extend current service slice with new resources “on-the-fly” (e.g., as new fire 
engines are arriving in the theatre) – this would also target resource adaptation of the current slice (e.g., 
adding new points of presence, support of load balancing between Light DCs deployed on the trucks); 
 

 configurable level of resource isolation between slices and services (i.e. traffic pattern variations in one 
slice should have no or minimal effect on the parallel slice operations); 
 

 capability of maintaining local communications after infrastructure failure than ensure content 
coherence after reconnection (e.g. thanks to the alternative D2D communications during failure); 
 

 the possibility of showcasing performance improvement (at workload or at radio resources level) by 
utilizing results from the “Analytics” module backed by the monitoring system data of the 5G ESSENCE 
and enhancing orchestration, resource allocation or both processes26; 
 

 capabilities of configuring two different slices separately (e.g. slice supporting eMBB can include WiFi AP, 
while it does not make sense to include WiFi AP into a ULLRC slice); 
 

 end-user application specific composition of slice (e.g. orchestrator decides VNFs and its configuration 
based on the target application to be supported by a slice) – an enhanced feature could be for 
orchestrator to also decide on the placement of a VNF between the Main and Light DCs; 
 

 infrastructure wide orchestration functions and slice-based orchestration functions; 
 

 configurable assignment of PRBs between slices but also within a slice; 
 

 application driven, request-based slice reconfiguration, and; 
 

 SD-RAN controller and Orchestrator running in CESC. 
 

  

                                                           
26  Still particular capabilities of empowering cRRM with analytics will be decided during the course of D4.2 deliverable 

preparation. 
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3.2 Slice concept for UC2 
 
UC2 utilises the 5G-EmPOWER Controller which is responsible for the management of the heterogeneous RANs. 
The 5G-EmPOWER Controller supports multiple virtual networks, or Tenants, on top of the same physical 
infrastructure. A Tenant is a virtual network with its own set of endpoints.  
Network applications (Network Apps) run on top of the Runtime in their own slice of resources and exploit its 
programming primitives through either a REST API or a native Python API. The 5G-EmPOWER Controller ensures 
that a Network App is only presented a view of the network corresponding to its slice. 
 

3.2.1 Mapping the 5G-EmPOWER architecture to UC2 
 
The following figure illustrates how the 5G-EmPOWER Architecture [8] can be mapped with UC2 elements. The 
architecture consists of three layers: infrastructure, control, and service. At the infrastructure layer, exist the 
data-plane elements:  

 
 Wireless Termination Points (WTP), the Wi–Fi Access Points; 

  
 Virtual Base Stations (VBS) the LTE eNodeBs, and;  

 
 Click Packet Processors (CPP), which are nodes combining computational and forwarding capabilities. 

  
For more information on how to setup WTP/VBS/CPPs for UC2 please refer to Section 5.2.3. 

 
At the control layer exists the 5G-EmPOWER Runtime (i.e. the SD-RAN controller) and the wired backhaul 
controller. Network Apps run on top of the 5G-EmPOWER Runtime in their slice of resources and exploit the 
Runtime Northbound Interface27 in order to implement control tasks. OpenFlow28 is used as southbound 
interface between the back-haul controller and the backhaul Transport Nodes. On the Control Layer, 5G-
EmPOWER needs to be integrated with two main UC2 components: 
 
 An OpenFlow-enabled SDN controller: Ryu offers best integration with 5G-EmPOWER and is selected for 

UC2. Other choices that can be considered are ODL and ONOS.  
 
 The UC2 MANO stack: The OSM orchestrator (Release FIVE) is utilised for UC2. Juju is selected as the 

VNF Manager. More information follows in the next section which deals exclusively with the UC2 
services). 

 
Finally, at the service layer the network services are deployed; these consist of a set of VNFs and the associated 
control logic, i.e. the Network Apps (that may implement mobility, migration and other features). 
 The UC2 VNF-based Services include Mission-Critical Push-to-Talk (MCPTT), Deep Packet Inspection-DPI (used 
to monitor and classify traffic, crosscutting the UC2 scenarios) and Messaging/Localisation. More information 
on these services is provided the following section.  
 

                                                           
27  A northbound interface (NBI) is the interface to a component of higher function or level layer. The lower layer's NBI links 

to the higher layer's southbound interface (SBI). In an architectural overview, a NBI is drawn on the top portion of the 
component or layer in question and can be thought of as flowing upward, while a SBI is drawn at the bottom, 
symbolizing a downward flow. In computer networking and computer architecture, a northbound interface of a 
component is an interface that conceptualizes the lower level details (e.g., data or functions) used by, or in, the 
component. A northbound interface is used to interface with higher level layers using the southbound interface of the 
higher level component(s). In architectural overviews, the northbound interface is normally drawn at the top of the 
component it is defined in, hence the name northbound interface. 

28  OpenFlow is a communications protocol that gives access to the forwarding plane of a network switch or router over the 
network. For further details also see, among others: https://en.wikipedia.org/wiki/OpenFlow   

https://en.wikipedia.org/wiki/OpenFlow
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Figure 3-1: Mapping of the 5G-EmPOWER architecture with UC2. 

3.2.2 5G-EmPOWER functionalities 
 
The main features of 5G-EmPOWER Controller as described within its documentation [9] are: 
 
 Soft State. The only persistent information stored at the runtime are the clients’ authentication method 

and the list of network slices currently defined. All the state is kept within the network in a distributed 
fashion and is synchronised when the devices connect to the runtime. As a result, the runtime can be 
hot-swapped with another instance without affecting the active clients. Moreover, the network itself can 
still function at its last known state even if the runtime becomes unavailable. 
 

 Modular Architecture. Except for the logging subsystem, every other task supported by the runtime is 
implemented as plug-in (i.e., a Python module29) that can be loaded at runtime. Examples of such plug--
in are the module implementing the data-path runtime protocol, the RESTful web interface and the 
mobility/load-balancing applications used for the demos. 
 

 Slicing. Multiple logical virtual networks, or slices, can be instantiated on top of the runtime. Each 
network is characterised by its own network name and a set of WTPs, VBSes and/or CPPs. Applications 
are instantiated in one or more virtual networks and can only affect the state of the wireless clients 
associated to that network. Slice templates (i.e. slice descriptors) are required as input so resources can 
be properly abstracted and allocated. 

 
Through the 5G-EmPOWER SDK, basic functionalities can be programmed as network applications. Figure 3-2 
illustrates an example (i.e. a simple “Hello World” application to be run for a specific tenant). The launch 
method implements the basic functionality. 
 

                                                           
29  For more detail see: https://docs.python.org/3/py-modindex.html  

https://docs.python.org/3/py-modindex.html
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Figure 3-2: Example of a "Hello World" network application. 
 
Examples of functionalities (utilising a multitude of existing APIs) that may be used within UC2 include:  
 
 LTE or WiFi Mobility Management:   This refers to the seamless handover Wi-Fi stations in such a way to 

minimize the number of active WTPs. The functionality leverages on the Network Graph and the 
Mobility Management APIs. 
 

  Multicasting:  This refers to the implementation of a multicast rate adaptation mechanism for Wi-Fi 
networks. The implemented approach will ensure the preservation of the reliability of the 
communication and leverages on the TX Statistics API and the TX Policy APIs. 
 

 VNF Migration and Scaling & Service Function Chaining:  This refers to the deployment of VNFs and to 
steer a precise portion of the flow space across them in a particular order, leveraging on the Virtual Port 
API. This functionality requires both 5G-EmPOWER and an OpenFlow controller to be installed 
configured properly, in order to properly steer traffic to the network services. 
 

 Network Graph Discovery: This refers to the use of the Network Graph API to tap into the state of a 
heterogeneous Wi–Fi and LTE network. 
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3.3 Monitoring Framework   
 
During the whole WP4 duration, the 5G ESSENCE Monitoring framework has been designed and developed to 
be as flexible and adaptable as possible, considering the different scenarios proposed in each Use Case inside 
the project and others to come. 
 
The 5G ESSENCE Use Case 2 scenarios are the most reliability-focused of all the three use cases in the project, 
as a loss in the QoS is unacceptable in a scheme where a single message lost may lead to a critical 
miscommunication, where every second and resource count greatly.  
Different tools are provided by the 5G ESSENCE to adapt its environment to the different scenarios described in 
use Case 2, as the RAN slicing, intelligent placing/migration of services and the scaling of services dynamically 
based on the actual and expected QoS, that is measured analysing the Monitoring Framework output that 
verify the KPIs described below by scraping performance data from the whole, changing environment.  
A description of the singular features of Use Case 2 in means of monitoring is listed below. 
 

3.3.1 Mapping 5G ESSENCE Monitoring Framework to UC2 
 
The following section considers the scenario components and particularities that must be addressed by the 
Monitoring Framework. 
 
 The Edge DC may change its resources assigned to different services depending on the priority and 

severity of the scenario, therefore measuring constantly their availability and reliability are vital to 
determine the location of services. To measure the status and performance of the Edge DC, Prometheus 
[2] and node exporter [3] will provide real-time and precise information about the physical and virtual 
servers running in the infrastructure, to collect enough information to decide about the placement and 
deployment of services. 
 

 It is crucial to control the RAN communications and slices in a reliability-based scenario to avoid possible 
message loss between UEs and servers. The RAN, managed by the SD-RAN controller, will communicate 
with the Monitoring Framework by using a custom exporter that expose metric data about the RAN 
usage per tenant, small cell (SC) and UE. This enables to make decisions based on the radio parameters 
in relation to signal quality and radio resources available along with the server parameters described 
above. 
 

 Existing local testbeds in this Use Case (Section 4.3) use OpenStack [10] as Virtualization Infrastructure 
Manager (VIM). It is possible to measure the metrics of all the instances running inside the VIM making 
use of Libvirt [11], that supplies several utilities to manage Hypervisor instances and Prometheus Libvirt 
Exporter [12] that exposes basic metric data about the performance of instances running in the 
hypervisor using Libvirt as information source. Generally, the VMs running in the environment will 
include the node exporter exposing information about the performance of the VM, but in such sensitive 
scenario, it is crucial to have a second verification method. 
 

 Other hypervisors, apart from the ones included in OpenStack, are used in the different testbeds, as ESXi 
[13]. Libvirt, described above, supports multiple hypervisors, including ESXi, allowing Prometheus to pull 
metrics from it using Prometheus Libvirt Exporter as explained in the previous paragraph. 

 

3.3.2 Monitored KPIs & event management 
 
In D6.1, an initial approach of the use case KPIs was defined. This document describes the KPI, metrics and 
alerting rules to measure the performance of the whole environment correctly, as a UC2 scenario is unfolding. 
This section provides basic examples with respect to alarm thresholds, while a complete list of KPIs is provided 
within Section 5. 
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3.3.2.1 Virtual Network Infrastructure KPIs 
 
There is a series of KPIs that are convenient to measure, in order to comprehend the correct functionality of the 
environment, regarding the virtual (VMs, instances) and physical servers.  
For each identified KPI, the measurement framework and the alarms it can trigger is included. Two alarm 
thresholds are defined. The first alarm provides a warning, whereas the second threshold is considered a critical 
situation.  
 

Table 3-1: CPU usage metric & associated thresholds. 
 

Exporter used Node exporter 

Measurement CPU usage % 

Metrics used node_cpu  

Metric description Total Seconds the CPUs spent in each mode (guest, idle, iowait, irq, nice, softirq, steal, 
system, user) 

Alarm Threshold Warning >75% Average During 1 minute  
Critical >95% Average During 1 minute 

Warning Rule (100 - (avg(irate(node_cpu {mode="idle"}[1m])) BY (instance) * 100)) > 75 

Critical Rule critical: (100 - (avg(irate(node_cpu {mode="idle"}[1m])) BY (instance) * 100)) > 95 

 
 

Table 3-2: CPU estimated usage & associated thresholds. 
 

Exporter used Node exporter 

Measurement CPU estimated usage % 
It may be higher than 100% if the number of required threads is higher than the actual 
cores. For instance, if 4 threads are executed in a single-core VM, this value will be 400%. 

Metrics used load1  
node_cpu_seconds_total 

Metric description load1: Estimated CPU usage for the last 1 minute 
node_cpu_seconds_total: used to extract the core amount 

Alarm Threshold Warning >80% Average During 1 minute  
Critical >100 % Average During 1 minute 

Warning Rule (avg by (instance)(node_load1))*100  > 80 

Critical Rule (avg by (instance)(node_load1))*100  > 100 

 
 

Table 3-3: RAM usage and associated thresholds. 
 

Exporter used Node exporter 

Measurement RAM usage % 

Metrics used node_memory_MemTotal 
node_memory_MemFree 
node_memory_Buffers 

Metric description node_memory_MemTotal: Amount of total memory available in the system in bytes 
node_memory_MemFree: Amount of unused memory in the system in bytes 
node_memory_Buffers:  Amount of memory used for buffering in bytes 

Alarm Threshold Warning >75% Average During 1 minute  
Critical >95% Average During 1 minute 

Warning Rule (((node_memory_MemTotal-node_memory_MemFree_-
node_memory_Cached)/(node_memory_MemTotal)) * 100) > 75 

Critical Rule (((node_memory_MemTotal-node_memory_MemFree_-
node_memory_Cached)/(node_memory_MemTotal)) * 100) > 95 

 
 



Embedded Network Services for 5G Experiences (5G ESSENCE)    
Grant Agreement No.761592  31.03.2019 

 

Deliverable D6.2 (“Prototypes of Network Services and Integration Planning for Use Case 2”)  34/121
  

Table 3-4: Usage of swap memory and associated thresholds. 
 

Exporter used Node exporter 

Measurement Virtual memory used increment 

Metrics used node_memory_SwapCached 

Metric description Total Swap memory being used  

Alarm Threshold Critical: more than 1048576 bytes of swap memory increment in 1 minute 

Critical Rule (irate (node_memory_SwapTotal[1m]) > 1048576) 

 
 

Table 3-5: Disk usage metrics. 
 

Exporter used Node exporter 

Measurement Disk usage % 

Metrics used node_filesystem_avail 
node_filesystem_size 

Metric description node_filesystem_avail: Free disk in bytes 
node_filesystem_size: Total size of disk 

Alarm Threshold Warning >75% Disk used  
Critical >95% Disk used 

Warning Rule 100.0 - 100 * (node_filesystem_avail{device !~'tmpfs',device!~'by-uuid'} / 
node_filesystem_size{device !~'tmpfs',device!~'by-uuid'}) >75 

Critical Rule 100.0 - 100 * (node_filesystem_avail{device !~'tmpfs',device!~'by-uuid'} / 
node_filesystem_size{device !~'tmpfs',device!~'by-uuid'}) >95 

 
 

Table 3-6: VM port throughput. 
 

Exporter used Node exporter 

Measurement VM port throughput  

Metrics used node_network_transmit_bytes  
node_network_receive_bytes 

Metric description Number or sent/received bytes for each eth device 

Alarm Threshold Warning Bandwidth used reaching Maximum throughput 
Warning Bandwidth used reached Maximum throughput 

Warning Rule ((sum(rate(node_network_transmit_bytes_total[1m]))/1024) + 
(sum(rate(node_network_receive_bytes_total[1m]))/1024)) < MAX thoughput 

Critical Rule ((sum(rate(node_network_transmit_bytes_total[1m]))/1024) + 
(sum(rate(node_network_receive_bytes_total[1m]))/1024)) = MAX thoughput 

 

3.3.2.2 Service Performance and Continuity 
 

Table 3-7: Availability of the VM. 

 
Exporter used Node exporter 

Measurement The VM is available 

Metrics used up 

Metric description Boolean value that indicates if the server is running 

Alarm Threshold The Server is not available 

Critical Rule up = 0 

 
Table 3-8: % of Availability within 1h. 

 

Exporter used Node exporter 
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Measurement % of time available in 1 hour  

Metrics used up 

Metric description Boolean value that indicates if the server is running 

Alarm Threshold Warning: Availability < 100 
Critical: Availability < 90 

Warning Rule (avg_over_time(up{instance=~"$node:$port"}[1h])*100) < 100 

Critical Rule (avg_over_time(up{instance=~"$node:$port"}[1h])*100) < 90 

 
 

3.3.1 Analytics in the Radio Access Network  
 
Data analytics (DA), understood as the pursuit of extracting meaning from raw data, will be key to getting 5G 
networks efficiently rolled out and operated, are a major differentiator allowing operators to leverage 
knowledge from data. Tightly integrated with Artificial Intelligence (AI) technologies, the challenge is to 
efficiently handle the big amount of data originated within a mobile network and turn it into value by gaining 
insight and understanding data structures and relationships, extracting exploitable knowledge and deriving 
successful decision-making. The long-term vision, expected to fertilize in the 5G ecosystem, is to enable largely 
autonomous networks which can self-configure, self-monitor, self-heal and self-optimize with minimum human 
intervention. 
 
In this respect, and specifically for the Next Generation Radio Access Network (NG-RAN), functions such as Radio 
Network Planning30 (RNP) and Self-Organizing Networks31 (SON) are likely to undergo significant transformation 
though the introduction of data analytics and closed-loop automation. For instance, the RNP process will 
benefit from the capability to process live network measurements and extract data features and models (e.g. 
network spatial-temporal traffic patterns along with the corresponding prediction models, clustering models for 
identifying cells with high interaction) to be integrated in the planning process loop. 
 
In the context of the 5G ESSENCE Use Case 2 the use of data analytics is useful for supporting the RAN slicing 
management functionality that configures the RAN slices associated to the MCPTT and the message and 
localisation services. Particularly, the considered framework for incorporating the support of data analytics for 
RAN slicing management in the UC2 architecture is depicted in Figure 3-3. 
 
As seen in the figure, the data analytics application that supports the RAN slicing management function is fed 
from the monitored data collected by Prometheus from the different network functions existing in the 5G 
ESSENCE architecture.  
In particular, for the purpose of dimensioning the RAN slices, this data can come from the following main 
sources: (i) The cSD-RAN controller (5G-EmPOWER), which provides metrics about the status of the RAN. In 
general, different metrics could be considered, like the Performance Measurement (PM) metrics defined in 
3GPP TS 32.42532, and; (ii) The VNFs of the applications associated to each slice (i.e. MCPTT and messaging 
applications). For example, the MCPTT application generates different metrics that characterize the traffic of 
the application, such as the number of users in dialog, the total number of users, the number of private calls, 
group calls, etc.  
 

                                                           
30  Also see, among others: https://www.itu.int/ITU-D/tech/events/2005/Belgrade-05/Day%204/Belgrade_6_5.pdf  
31  A Self-Organizing Network (SON) is an automation technology designed to make the planning, configuration, 

management, optimization and healing of mobile radio access networks simpler and faster. SON functionality and 
behavior has been defined and specified in generally accepted mobile industry recommendations produced by 
organizations such as 3GPP (3rd Generation Partnership Project) and the NGMN (Next Generation Mobile Networks). 
For further information also see, among others: https://en.wikipedia.org/wiki/Self-organizing_network  

32  The Third Generation Partnership Project (3GPP): “3GPP TS 32.425 V16.1.0 (2018-12): Technical Specification Group 
Services and System Aspects; Telecommunication management; Performance Management (PM); Performance 
measurements; Evolved Universal Terrestrial Radio Access Network (E-UTRAN (Release 16)”. 

 

https://www.itu.int/ITU-D/tech/events/2005/Belgrade-05/Day%204/Belgrade_6_5.pdf
https://en.wikipedia.org/wiki/Self-organizing_network
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Figure 3-3: Monitoring and analytics in the context of Use Case 2. 
 
Based on the collected data, the data analytics application carries out different processing functions to 
characterise the Physical Resource Block (PRB) requirements of a RAN slice in a cell. This is based on the fact 
that each user in a cell requires a number of PRBs for satisfying its bit rate transmission requirements.  
However, due to the random behaviour of the radio channel and the experienced propagation conditions, the 
required bit rate cannot be deterministically mapped to a number of required PRBs but, instead, the number of 
PRBs will be a random variable that depends on the propagation, interference, etc. experienced by each UE. 
Therefore, based on the metrics collected from the RAN and the applications, the data analytics application will 
infer a statistical model of the PRB distribution for all the users that belong to a given RAN slice in a cell and will 
use it to determine the amount of PRBs to be configured for that RAN slice by the RAN slicing management 
functionality.  
 
Figure 3-4 shows graphically the different steps of the considered methodology in the data analytics application 
for estimating the number of required PRBs in the case of the MCPTT RAN slice. As seen on the left side of the 
figure, the RAN metrics are used to determine the distribution of the spectral efficiency achieved in the cell. 
This can be obtained from the wideband Channel Quality Indicator (CQI) distribution from 3GPP TS 32.425, 
given that each CQI value is associated to a modulation index and a coding rate and therefore to a spectral 
efficiency value.  
Based on this, the distribution, i.e. probability density function (pdf), of the bit rate Rb per PRB can be obtained 
considering that Rb=S·B where S is the spectral efficiency and B the bandwidth of a PRB (e.g. 180 kHz in case of 

subcarrier spacing f=15 kHz). Similarly, for a service such as MCPTT that requires a guaranteed bit rate GBR 
b/s, the pdf of the number of required PRBs per user K=GBR/Rb can be extracted using the pdf of Rb.  
In turn, based on MCPTT measurements of the number of MCPTT UEs in a cell, it is possible to derive the 
distribution of the number of UEs and combine this information with the pdf of the required PRBs per UE to 
estimate the congestion probability of the RAN slice for a given number of PRBs NPRB allocated to this RAN slice, 
i.e. the probability that the required PRBs will exceed NPRB.  
Finally, this computation can be used to determine the appropriate value of NPRB to ensure that the congestion 
probability is lower than a given maximum limit. The specific details and formulation of the abovementioned 
process will be presented in the 5G ESSENCE’s forthcoming Deliverable D4.2. 
The outcome of the data analytics application in Figure 3-4 is the number of PRBs NPRB that are needed for the 
correct operation of the RAN slice. This information will be transferred to the RAN slicing management 
function, as seen in Figure 3-3, which will be in charge of mapping it into the RAN slicing descriptors defined for 
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configuring the RAN slices at the cSD-RAN controller. Specifically, based on the descriptors given in section 4.5.1 
of Deliverable D3.1, the number of PRBs will be used to establish the L2 slice resource utilization descriptor.  
 

 
 

Figure 3-4: Processing functions of the data analytics application to determine the number of required PRBs 
needed by the MCPTT RAN slice. 
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4 Specifications for Network Services  
 
This Section focuses on the specifications of the network services and their alignment with the standard ETSI 
architecture. The implementation of the VNFs, their internal components and defined interfaces are also listed. 
Furthermore, this section addresses the infrastructures and the management and orchestration choices made 
within WP6 to ensure that the final deployment suits the needs of UC2.  
 

4.1 ETSI NFV Standard Architecture  
 
Network function virtualisation (NFV) is one of the cornerstone technologies used within 5G. The European 
Telecommunication Standards Institute (ETSI) serves as one of its main standardisation drivers. The ETSI NFV 
architecture is used as the starting point for 5G ESSENCE architecture, aiming to place the project in a position 
where it can contribute to these standardization activities and align itself to the de-facto industry standard. 
Thus, the software components envisioned in the 5G ESSENCE service ecosystem have been aligned wherever 
possible with the current vision of the ETSI community.  
 

 
 

Figure 4-1: ETSI NFV standard architecture & 5G ESSENCE components mapping. 
 
The above Figure 4-1 illustrates the standard architecture proposed in ETSI NFV [14]. It defines three key 
domains, namely: 
 
 The Virtual Network Functions (VNFs) domain explores the aspects related to the instantiated Virtual 

Network Functions. High availability, elasticity and reliability are key requirements.  
 

 The Network Function Virtualisation Infrastructure (NFVI) domain provides the hardware and software 
infrastructure whereupon the VNFs are executed. It is defined by the back-end software that is 
necessary to share computing, storage and network resources to the VNFs, the VNF hypervisor, the 
hardware used, etc. 
 

 The NFV Management and Orchestration (MANO): this includes all the functions necessary to manage 
resources, placement and lifecycle of the network services.  

 
The following subsections provide the technical specifications for each domain, as it is implemented in the 5G 
ESSENCE at M22. 
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4.2 Virtual Network Functions 

4.2.1 General Architecture 
 
Each VNF is composed by one or more VNF Components (VNFCs) that are interconnected through Virtual 
Network Links (VLs). The UC2 services may consist of one or more VNFs. These NSs will be dynamically 
deployed to provide specific services to the emergency responders. The VNFO will be responsible for the 
orchestration of the VNFs into services and the deployment, management and configuration of the resulting 
end-to-end network services. An example of a network service (NS) that consists of three different VNFs (VNF1, 
VNF2 and VNF3) connected through virtual links is shown in Figure 4-2. As depicted, VNF2 is composed by three 
VNFCs connected through virtual links that are internal to the VNF. 
 

 
 

Figure 4-2: Example architecture of a Network Service with multiple VNFs. 
 
 

4.2.2 VNF interfaces 
 
According to ETSI NFV specifications, there are five types of interfaces identified relevant to a VNF. In order to 
be compliant with the ETSI MANO specifications, the UC2 VNFs will support these interfaces. As illustrated in 
Figure 4-3, we distinguish the following: 

 
 SWA-1 interface: This interface enables communication between various network functions within the 

same or different network services. The SWA-1 interface can be established between two VNFs, a VNF 
and a Physical Network Function (PNF), or between a VNF and an End Point. A VNF may support more 
than one SWA-1 interface. 
 

 SWA-2 interface: This interface refers to VNF internal interfaces, for the communication between the 
different VNFCs of a VNF, i.e. for VNFC to VNFC communication. The type of information exchanged 
through this interface depends on the function of the VNF. 
 

 SWA-3 interface: This interface interconnects the VNF with the NFV management and orchestration 
layer specifically with the VNF Manager (VNFM). Through this interface the lifecycle management of the 
VNF is performed (e.g. instantiation, termination, scaling, etc.). The SWA-3 interface corresponds to the 
Ve-Vnfm reference point. 
 

 SWA-4 interface: This interface is used by the Elemental Management (EM) to communicate with a VNF. 
It is a management interface used for the runtime management of the VNF to perform functions related 
to Fulfilment, Assurance, and Billing (FAB) as well as Fault, Configuration, Accounting, Performance and 
Security (FCAPS).   
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 SWA-5 interface: The SWA-5 interface links the VNF with the NFVI and corresponds to the Vn-Nf 
reference point (as seen in Figure 4-1). This interface provides access to a virtualised slice of the NFVI 
resources allocated to the VNF, i.e. to all the virtual compute, storage and network resources allocated 
to the VNF depending on the VNF type and its special requirements for resources. 

 

 
 

Figure 4-3: Types of VNF interfaces. 

 

4.2.3 Mission Critical Push-to-Talk  

4.2.3.1 Main function 
 
MCPTT is a service designed to support communication between several users (a group call), where each user 
has the possibility to gain the right to talk in an arbitrated call. MCPTT also supports “private calls” between 
pairs of users.  
In case of multiple requests, the determination of which user´s request is accepted and which user´s request is 
rejected or queued is based on a number of characteristics such as their priorities. MCPTT also provides the 
possibility for a user with high priority (i.e. in an emergency condition) to interrupt the current talker. Finally, 
MCPTT also supports a mechanism to limit the time a user is able to talk, thus permitting users of the same or 
lower priority a chance to gain the floor.  
 
The MCPTT Network Service is composed of different VNFs that complete the mission critical push to talk 
service. This service is defined in multiple VNFs to optimize the usage of the resources, as shown in Figure 4-4. 
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4.2.3.2 MCPPT Architecture 
 

 
 

Figure 4-4: MCPTT architecture. 
 
The Figure 4-4 shows that the MCPTT service is composed by four VNFs: 
 
 IP Multimedia Subsystems (IMS): VNF – IMS is a virtualized IMS architecture required to provide the 

MCPTT service. MCPTT is an IP-based MC service that requires of a Session Initiation Protocol (SIP) core 
such as IP Multimedia Subsystem (IMS) to operate. Currently is implemented as a centralized subsystem 
attached to the Evolved Packet Core (EPC) of each operator. In the case that the MCPTT service was 
deployed over a network infrastructure already having IMS, this VNF will not be necessary and the 
MCPTT services will be attended by the network infrastructure provider. 
 

 VNF – CSC (Common Service Core). An MCPTT service may rely on other auxiliary servers in order to 
manage status information about the service such as Group Management Server (GMS), Identity 
Management Server (IDMS), Key Management Server (KMS) and Configuration Management Server 
(CMS). 
 

 VNF – MCPTT AS (Application Server). This entity provides centralized support for MCPTT services. The 
MCPTT server functional entity is supported by the SIP AS, HTTP client and HTTP server functional 
entities of the signalling control plane. The MCPTT server can support the controlling role and the 
participating role. The MCPTT server may perform the controlling role for private calls and group calls. 
The MCPTT server performing the controlling role for a private call or group call may also perform as 
participating role for the same private call or group call. For each private call and group call, there shall 
be only one MCPTT server assuming the controlling role, while one or more MCPTT servers in 
participating role may be involved. 
The MCPTT server performing the controlling role is responsible for: call control towards all the MCPTT 
users of the group call and private call; interfacing with the group management server for group policy 
and affiliation status information of this MCPTT server’s served affiliated users; managing floor control 
entity in a group call and private call, and; managing media handling entity in call (i.e. conferencing, 
transcoding). 
The MCPTT server performing the participating role is responsible for: call control to its MCPTT users for 
group call and private call; group affiliation support for MCPTT user, including enforcement of maximum 
number of simultaneous group affiliations by a user; relaying the call control and floor control messages 
between the MCPTT client and the MCPTT server performing the controlling role, and; media handling in 
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call for its MCPTT users, that is transcoding, recording, lawful interception for both unicast and multicast 
media. 
 

 VNF – DNS. Separates the DNS server from the MCPTT service VNF. This means that, from this point, any 
MCPTT service will need an external vDNS server. This DNS server could be hierarchically arranged with 
other DNS servers in the network. 
 

 mcptt_exporter. This component is installed in VNF – IMS. This component is responsible for collecting 
the metrics of MCPTT services and exposing them for later analysis by the monitoring component. 
 

 MON (Monitoring): This component collects the metrics of the Open Stack telemetry component 
(Ceilometer) and the service metrics trough OSM´s VCA. 
 

 TSDB Prometheus33: This component is the data base where all metrics are stored. 
 

 Grafana34 – Analytics UI: Grafana allows queries, visualize, alert on and understand all the metrics 
stored on Prometheus. 

 
 

4.2.3.3 Implementation & Specifications 

 
Interfaces 
 
According to the ETSI NFV architecture standard interfaces the NS uses the followings 
 
 SWA-1 interfaces are used for the communication between the VNFs and for the End Point. The virtual 

link between the VNFs is provided for the internal services in the NS. On the other hand, an end point is 
needed for the communication with the UEs, this end point is located in a second interface in the IMS 
VNF. 
 

 SWA-3 interfaces are provided in all of the VNFs communicated with the VNF Manager (VNFM). This 
interface is used to perform the life cycle management. 

 
 
VNSF common elements 

 
 The initial configuration element performs the configuration of the NS in each of the VNFs. 

 
 The data collector element is responsible for the gathering the information from different source to 

serve them as a more understandable standard format. 
 
The MCPTT NS provides metrics of the service usage to monitor its state at any time. The service metric 
gathering can be done in two ways, exporting them with a custom service or using OSM monitoring capabilities. 
In the case of the custom service to export the service metric, when it receives a status request, it performs 
some consults to the components involved in the service to gather the metrics and to format them in a format 
understandable by the entity that is requesting them.  
 
The other way is using OSM monitoring component, with this method the metrics can be obtained through the 
VIM or VCA, in this case VCA is used to get the metrics of each service in each VNF and stored in a historical 
database. The hardware optimal requirement is defined in the following table.  
For the storage, a 40% free disk is estimated in case the service logs can grow in a large period of time. 
 

                                                           
33  See, for example: https://dzone.com/articles/prometheus-2-times-series-storage-performance-anal  
34  For more details see: https://grafana.com/  

https://dzone.com/articles/prometheus-2-times-series-storage-performance-anal
https://grafana.com/
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Table 4-1: Resource Requirements. 
 

VNF name MCPTT AS CSC DNS IMS 

RAM (GB) 8192 4096 1024 8192 

VCPU 4 2 1 4 

Storage (GB) 20 10 10 20 

 

 

Table 4-2: MCPPT VNFs technical specifications. 
 

General 
information 

VNF name Virtual Mission Critical Push To Talk 
(vMCPTT) 

Prepared by EHU 

Release No. & Date V1.10 

Due date for final version M25 for final integration 

UC Requirements 

1. Deployment: The VNF is on-boarded, enabled and instantiated by OSM. 
2. Lifecycle Management: The VNF receives lifecycle management messages 

through the SWA-3 interface from the VNF Manager. 
3. Functionality: The VNF arbitrates MCPTT group and private calls and handles 

the priority levels associated to each user. 
4. Display: The VNF exports service monitoring data to be visualised in a Grafana 

UI. 

Base Image Base image is based on Ubuntu 16.0435 and the KVM hypervisor36.  

Inputs Ingress traffic, Lifecycle management messages, External configurations 

Outputs Egress traffic, Network monitoring data, Resource monitoring data 

Acceptance 
Criteria 

The VNF is able to provide its functionality (arbitration of group/private calls, manage 
priority) meeting the MCPTT service latency KPIs. 

Testing & Quality 
control 

To test if the VNF fulfils the requirements additional infrastructure is required, such as: 
an instance of OSM and an OpenStack NFVI-PoP, a tailored traffic generator.  

Additional 
information 

The VNF package contains the VNF image and related descriptors. 

Resource 
Requirements 

11 virtual processors, deployed in 60GB storage/32GB memory flavour is 
recommended. 

 
 

4.2.4 Messaging and Localisation  

 
With the large impact of the latest advances in the IT and Internet communication tools, the Mission Critical 
domain has started to shift from an exclusively voice based communication model to a more rich and 
diversified interaction model.  
In fact, the success of chatting, particularly group chat applications such as WhatsApp, Telegram and others has 
motivated the interest of Public Safety operators in these modern services. What is more, the one to many 
communication patterns allowed by these applications, the facility in creating and modifying groups as well as 
the diversity of content these tools allow (text, and multimedia) constitute new features of high interest for 
mission critical operations. Intensively relying on software and web based highly distributed frameworks; these 
new applications can be easily deployed on top of the 5G ESSENCE architecture. Furthermore, these 
frameworks can take advantage of the virtualisation of resources and infrastructures since they are based on 
software components that can be easily deployed in containers or eventually as VNFs.  
 

                                                           
35  See: http://releases.ubuntu.com/16.04/  
36  KVM hypervisor is the virtualization layer in Kernel-based Virtual Machine (KVM), a free, open virtualization architecture 

for Linux distributions. 

http://releases.ubuntu.com/16.04/
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In an operational situation, public safety agents need to exchange a set of well-defined information. In addition 
to the communications between deployed rescuers, an interaction with the command centre is also required. 
In this location, the exact position of all deployed agents as well as a history track of exchanged messages can 
help enhance the efficiency of the operations. Leveraging the 5G ESSENCE architecture, WP6 proposes the 
FeedSync framework that is a publish/subscribe based content distribution tool. This solution, in addition to 
classical chat services it ensures the set of features summarised below: 
 
 BFT information: The Blue Force Tracking shares periodically the position (GPS coordinates) of deployed 

rescuers. When subscribing to this content, the control center or a group leader can follow live the 
position advertised by every participant in the mission. 
 

 Geo-located multi-part content: allows sharing content with multiple participants located in a precise 
geographic area. This communication pattern is of high interest for sharing particular orders to 
participant in a specific location. 
 

 Direct communications between terminals: when out of coverage FeedSync allows to share information 
between terminals similar to what is proposed in proximity services (ProSe) of LTE then resynchronize 
the whole content when in reach again of the 5G infrastructure. 
 

 Capability to share the following content: in addition to simple point to point chat messaging FeedSync 
enables a diversified content exchange: 

 
o Blue-Force Tracking37; 

 
o Multimedia group messaging with groups dynamically managed; 

 
o Individual rich content messaging including chat, images, videos and voice, and; 

 
o Voice service with recorded voice messages. 
 

 Management service with a centralized server for administration, configuration, and management as 
well as the Management of authentication and authorization. 
 

 Geo-content management with the configuration of areas for geo-targeting and geo-fencing. 
 
From a standardization perspective, this solution ensures compatibility with current and future standards, by 
operating as an application on top of the 5G ESSENCE architecture. Moreover, being completely relying on 
software allows easy virtualization and deployment of this framework leveraging the SDN and VNF paradigms. 
 

4.2.4.1 Main function 
 
FeedSync is a web server application for content distribution; it is deployed on a classical server and interacts 
with a database system management for storing data. The entire system is packaged by the server and the 
database. The server provides a specified interface for interacting with client applications (web and mobile 
device applications) in different environments. FeedSync can be deployed on several servers in the same time 
and the content is distributed. The synchronisation function is made by the data base system. An offline mode 
is also provided by the client-side database. When a connection link is lost, each device can have a client 
database management and can continue to store new content within, until the server is back online, and the 
synchronisation is activated again. 

                                                           
37  Blue Force Tracking (BFT) is a United States military term for a GPS-enabled capability that provides military 

commanders and forces with location information about friendly (and despite its name, also hostile) military forces. In 
NATO military symbology, blue typically denotes friendly forces. The capability provides a common picture of the 
location of friendly forces and therefore is referred to as the blue force tracker. When all capitalized, the term refers to 
a specific defense contractors' system, but the capability is found in many military and civilians mobile apps. Also see, 
among others: https://en.wikipedia.org/wiki/Blue_Force_Tracking  

https://en.wikipedia.org/wiki/Blue_Force_Tracking
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Figure 4-5: Simple configuration example for FeedSync. 

 

Figure 4-5 illustrates an example of FeedSync deployment: 
 
 On each server, FeedSync ecosystem is deployed. In this example two servers are deployed. They 

provide HTTP interface and web socket for communicating with clients. 
 

 Databases are also deployed on each server and have a synchronisation feature; contents are duplicated 
on each server iteratively. That allows an access to these resources wherever a client is connected. 
 

 The communication is provided by an API, HTTP requests are exchanged in client/server and 
server/server communication. 
 

 Web socket protocol is also provided for notifying changes on documents. 
 

 The full ecosystem is also implemented on client side to give an offline mode. This feature gives the 
possibilities to generate content without connection to the network and store it on client-side database 
until have a link to the infrastructure becomes available. 

 
FeedSync is developed under the very last and powerful web technologies. The server relies on Node.js 
framework38. Furthermore, WP6 explored using different database systems. First, mongodb39 has been used 
but due to its limitations and it is poor tolerance to the data partitioning, Couch DB [15] has been selected to 
overcome the proper support of partitioning. 
 
 

The FeedSync framework uses JSON [16] specification format and all contents are stored 
following this format. JSON (JavaScript Object Notation) is a lightweight data-interchange 
format. It is easy for humans to read and write. It is easy for machines to parse and 
generate. It is based on a subset of the JavaScript Programming Language, Standard ECMA-
262 3rd Edition [17]. JSON is a text format that is completely language independent but 
uses conventions that are familiar to programmers of the C-family of languages, including 
C, C++, C#, Java, JavaScript, Perl, Python, and many others. These properties make JSON an 

ideal data-interchange language. Consequently, it becomes easy for the server to update particular fields or 
even the entire document. The designed notification manager transmits also JSON document through web 

                                                           
38  Node.js is an open-source, cross-platform JavaScript run-time environment that executes JavaScript code outside of a 

browser. JavaScript is used primarily for client-side scripting, in which scripts written in JavaScript are embedded in a 
webpage's HTML and run client-side by a JavaScript engine in the user's web browser. Node.js lets developers use 
JavaScript to write command line tools and for server-side scripting -running scripts server-side to produce dynamic web 
page content before the page is sent to the user's web browser. Consequently, Node.js represents a “JavaScript 
everywhere” paradigm, unifying web application development around a single programming language, rather than 
different languages for server side and client side scripts. For further information also see: https://nodejs.org/en/  

39  See: https://www.mongodb.com/what-is-mongodb  

https://nodejs.org/en/
https://www.mongodb.com/what-is-mongodb
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sockets. The JSON format is adopted by a lot of services, such as Android and IoS devices. Libraries are provided 
for developers on a wide range of technologies. The format allows easy parsing thus straightforward treatment 
on the proposed fields. The FeedSync applies publish and subscribe mechanisms and it has a relation model for 
content that allows a collaborative content editing (link between content pieces).  
Most importantly, its high modularity and software approach allows its quick deployment in containers and 
virtual machines i.e following the VNF concept largely adopted in 5G. The FeedSync Client Library transparently 
disseminates the content to servers and in some particular situation to other clients. The FeedSync Server 
provides the following management functionalities: 
 
 Remote administration of access rights, synchronization policies. 

 
 Clients can be allowed to subscribe to certain entries. 

 
 Clients can publish entries. 

 
 An API REST allows an easy communication between client and server. 

 
A synthetic view highlighting the architecture and interaction between client and server is showed in Figure 4-6 
below. In the application database, FeedSync provides an organized data models for storing contents. It 
supports all kind of data, photo video, GPS information etc. For this diversity of information, the system has to 
be organized and hierarchical. Two types of content are supported: entries and raw data. Entries are formatted 
information in a JSON document and raw data can be a file typically pictures, binary files, video or any other 
non-text document. The model can also create hierarchy between entries for example you can have entries 
from another entry. 

 
 

Figure 4-6:  FeedSync Global architecture. 
 
In order to ensure a high level of security required for mission critical applications, each user is provided with 
(temporary) token that allows her/his authentication. This token is exploited as a parameter in all the client 
requests and is used by the server to check user's rights.  
In addition to requesting the feed_id to access any of its entries/comments, the system checks if the user 
undergoing any operation is allowed to read/write in the concerned feed. This authorisation is provided by the 
administrator. For now, these rights are stored in a separate table in the database but can also be transformed 
into FeedSync in the future. Note that read/write access is set for feeds and not entries nor comments. That 
means that the same rights apply to a feed and all its content. The rights are: read, write, delete, update, and 
any combination of them. 
 
On the other hand, FeedSync includes a dedicated database to store content, with the objective of 
implementing a solution with high availability and tolerant to partitions (required for public safety operations). 
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Additionally, in this type of specific applications, contents need to be distributed on several severs in order to 
provide a quality of service on several sites.  
Moreover, the availability is also very crucial, meaning that at any moment the content has to be accessible by 
all participants in the rescue mission. For these reasons, FeedSync database system relies on CouchDB. This 
management system can synchronise several DB by master mode, meaning that the servers which use 
FeedSync can be available for the client’s application at any time. Data is synchronised by documents 
versioning, hence each client can have a complete version of content. 
 

4.2.4.2 Messaging & Localisation VNF Architecture  
 
Messaging & Localisation is implemented as an application on top of the 4G/5G stack; FeedSync can be 
considered as a classical IP based application in the 5G ESSENCE architecture. Indeed, this application can be 
identified by its port number and dispose specific QoS requirements.  
 
In the 5G terminology, this IP traffic concept constitutes a specific slice that spreads from the UE to the content 
caching servers through the Edge and the Core networks. More practically means FeedSync is composed of a 
backend part (often referred to as the content server) at a light client part deployed usually on users’ 
equipment.  
As highlighted in Figure 4-7, this service relies on web sockets and REST APIs for HTTP usage in order to 
exchange messages and content between backend and UEs but also between different backends. It also offers a 
high degree of flexibility as different instantiations of backends can be created depending on its position in the 
5G ESSENCE. The messaging & localisation application can be executed on virtual machines and it can be 
transformed simply into a VNF in order to be deployed for different network scenarios. 
 

 
 

Figure 4-7 FeedSync high level Software Architecture. 
 
 

4.2.4.3 Implementation & Specifications 
 
FeedSync is a web-based application that relies on Internet-like architectures. Consequently, it only requires IP 
interfaces to be deployed and web-based environment to operate. However, the virtualization environment 
offered in the 5G ESSENCE architecture constitutes a major enabler for easily deploying FeedSync backend 
(servers) and managing their configuration. 
 
As a consequence, all the requirements of MCPTT services remain relevant. More precisely, the following 
modules will be required to demonstrate FeedSync main features: 
 
 An Edge DC composed of a Main DC and a Light DC (NUC PCs will be used); 
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 An EPC (NextEPC) that allows packet-based communications;  

 
 A cSD-RAN controller that manages that enforces the slicing strategies towards the RAN access part; 

 
 A VNF orchestrator as well as an SDN and cloud controllers as decided in WP3 and WP4;  

 
 A telemetry module from WP4 will measure the change in the offered QoS to trigger. This module will 

examine the capacity of the slice for further analysis and a dynamic reconfiguration; 
 

 Wireless access points (USRPs) and srsLTE.  
 
In this particular slice, the monitored probes have to be focused on reliability and the availability of resources 
(or communications links). A missed message or communication loss between devices is not acceptable. A 
dynamic way to share data between servers and devices is absolutely mandatory and the way to realize about 
failures is by monitoring the signal quality and packages lost between servers and devices.  
 

Table 4-3: Messaging and Localisation application technical specifications. 
 

General 
information 

VNF name Messaging and localisation 

Prepared by TCS 

Release No. & Date Prefinal-M22 

Due date for final version M25 

UC2 Requirements 
1. Multiple deployment configurations are available. 
2. Lifecycle management depends on selected deployment flavour. 
3. Basic functionalities provides: messaging & localisation. 

Base Image Multiple deployment options are available. 

Inputs Ingress traffic, Lifecycle management messages, External configurations 

Outputs Egress traffic, Network monitoring data, Resource monitoring data 

Acceptance 
Criteria 

The VNF is able to provide its functionality with low latency and high availability. 

Testing & Quality 
control 

To test if the VNF fulfils the requirements additional infrastructure is required, such as 
the monitoring system.  

Additional 
information 

- 

Resource 
Requirements 

Dependent on deployment flavour selection. 

 
 

4.2.5 Deep Packet Inspection  

4.2.5.1 Main function 
Deep Packet Inspection40 (DPI) is the practice of filtering and examining IP packets, across Layers 2 through 7. 
Although Stateful Packet Inspection (SPI, often employed by firewalls) is more restricted, DPI may extend to 
headers and protocol structure, thus allowing for the implementation of advanced cybersecurity or load-
balancing measures.  

                                                           
40  Deep Packet Inspection (DPI) is a type of data processing that inspects in detail the data being sent over a computer 

network, and usually takes action by blocking, re-routing, or logging it accordingly. While deep packet inspection can be 
used for innocuous reasons such as making sure that data is in the correct format or checking for malicious code, it can 
also be used for more nefarious motives such as eavesdropping and censorship. There are multiple headers for IP 
packets; network equipment only needs to use the first of these (the IP header) for normal operation, but use of the 
second header (such as TCP or UDP) is normally considered to be shallow packet inspection (usually called as Stateful 
Packet Inspection) despite this definition.   
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The DPI can be an effective detection tool for a multitude of cyberattacks such as Denial of Service (DoS) or 
provide insight on network traffic statistics for optimised rate control. In the context of UC2, DPI is utilised to 
monitor traffic per protocol and does not inspect any communication payloads. A DPI VNF (vDPI) is constructed 
for this purpose. The vDPI service used in UC2 is composed of one VNF, with multiple VNF components 
connected with virtual links. 
 

4.2.5.2 vDPI Architecture 
 
The vDPI VNF comprises of several VNF components (VNFCs) as illustrated in Figure 4-8: 
 
 VNFC-1 (Forwarding and Classification): This VNFC handles routing and packet forwarding. It accepts 

incoming network traffic and consults the flow table for classification information for each incoming 
flow. Traffic is forwarded by using default policies until it is properly classified, and alternate policies are 
enforced. It is often unnecessary to mirror packet flow in its entirety in order to achieve proper 
identification. Since a smaller number of packets may be utilized, the expected response delay can 
therefore be close to negligible, especially since the vDPI does not require to be deployed on the path of 
traffic. In a case where the Inspection, Forwarding and Classification VNFCs are not deployed on the 
same compute node, traffic mirroring may introduce additional overhead. A classified packet can be 
redirected, marked/tagged, blocked, rate-limited, and reported to a reporting agent or 
monitoring/logging system within the network. 
 

 VNFC-2 (Inspection): The traffic inspection VNFC implements the filtering and packet matching 
algorithms and is the necessary basis to support additional forwarding and classification capabilities.  It is 
a key component for the successful implementation of the vDPI and the most computationally intensive. 
The component includes a flow table and an inspection engine. The flow table utilises hashing algorithms 
for fast indexing of flows, while the inspection engine serves as the basis for traffic classification. 
 

 VNFC-3 (Internal Metrics Repository): The internal metrics repository acts as local storage. It can export 
vDPI metrics to a Grafana interface (Figure 4-9). 
 

 VNFC-4 (Node Exporter): This VNF component gathers resource utilisation data from the VNF and 
streams to a Prometheus server for further monitoring. 

 
The vDPI lifecycle is managed by the NFVO and can receive configurations. The vNSFO is in charge of starting, 
stopping, pausing, scaling and configuring the vDPI. Thus, the Forwarding and Classification component acts as 
a managing/controlling VNFC and is assigned a floating IP for management. Internal communication is 
implemented via vlinks. Policies are relayed from the vNSFO and translated within the managing vNFC. 
 

 
 

Figure 4-8: Architecture of vDPI VNF. 
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Figure 4-9: vDPI Grafana-based user interface showing monitoring statistics per protocol and per domain. 

 

4.2.5.3 Implementation and Specifications 
 
The implementation of the vDPI components is based on a variety of technologies allowing performing traffic 
inspection as well as packet capturing. The following technologies are currently envisioned to be used in the 
implementation of this vNSF: 
 
 nDPI [18]: is an open source alternative to the OpenDPI [3] library, maintained by ntop. Its goal is to 

extend the original library and add new protocols that are otherwise available only on the paid version 
of OpenDPI. Furthermore, nDPI is modified to be more suitable for traffic monitoring applications, by 
optimising the DPI engine. One of its major advantages is that nDPI can support application-layer 
detection of protocols, regardless of the port being used. 
 

 PF_RING [19]: is a set of library drivers and kernel modules, which enable high-throughput packet 
capture and sampling. The PF_RING kernel module library polls packets through the Linux NAPI. Packets 
are copied from the kernel to the PF_RING buffer for analysis with the nDPI library. 
 

 DPDK (Data Plane Development Kit) [20]: comprises of a set of libraries that support efficient 
implementations of network functions through access to the system’s network interface card (NIC). 
DPDK offers to network function developers a set of tools to build high speed data plane applications. 
DPDK operates in polling mode for packet processing, instead of the default interrupt mode. The polling 
mode operation adopts the busy-wait technique, continuously checking for state changes in the network 
interface and libraries for packet manipulation across different cores. 

 
The PF_RING implementation selected for the vDPI has the capacity of maintaining uninterrupted connectivity 
with the OpenStack network. DPDK has the capacity to bypass the Linux kernel, leading to high-performance 
packet capture but is less robust and fault-tolerant that PF_RING. The following table gathers the technical 
specifications for the vDPI VNF (Table 4-4). 
 

Table 4-4: vDPI technical specifications. 
 

General 
information 

VNF name Virtual Deep Packet Inspection 
(vDPI) 

Prepared by ORION 

Release No. & Date V0.4 – M22 (development freezes) 

Due date for final version M25 (final integration) 

UC2 Requirements 

1. Deployment: The VNF is on-boarded, enabled and instantiated by OSM. 
2. Lifecycle Management: The VNF receives lifecycle management messages 

through the SWA-3 interface from the VNF Manager. 
3. Functionality: The VNF parses network traffic and provides metrics. 
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4. Display: The VNF exports network monitoring data to be visualised in a 
Grafana UI. 

5. Resource monitoring: The VNF exports resource utilisation data.  

Base Image Base image is based on Ubuntu 16.04 and the KVM hypervisor.  

Inputs Ingress traffic, Lifecycle management messages, External configurations 

Outputs Egress traffic, Network monitoring data, Resource monitoring data 

Acceptance 
Criteria 

The VNF is able to provide its functionality (classification/monitoring) without 
significant contribution to E2E latency. 

Testing & Quality 
control 

To test if the VNF fulfils the requirements additional infrastructure is required, such as: 
an instance of OSM and an OpenStack NFVI-PoP, a traffic generator (e.g. moongen) 
and/or network traffic captures with labelled data.  

Additional 
information 

The VNF package contains the VNF image, charm configuration and related 
descriptors. 

Resource 
Requirements 

2 virtual processors, deployed in 40GB storage/4GB memory flavour is recommended. 
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4.3 Network Function Virtualisation Infrastructure  
 
This subsection provides a description of the two individual NFVI testbeds used up to M22 for the development 
and testing of the UC2 Network Services. The UC2 network services will be deployed in the WP6 final testbed 
provided by TCS -a 5G ESSENCE partner- , following the integration and testing process delineated in Section 5 
that follows.  
 

4.3.1 EHU Infrastructure  
 
EHU’s NFVI development cluster is based on OpenStack Pike (Figure 4-10). It is deployed on Ubuntu 16.04 
servers. The cluster has two VLANs, one for the provider network, which will be used for the VMs and the other 
one for the OpenStack services. Inside this cluster, OSM5 has been deployed on a VM with Grafana and 
Prometheus. The NS of MCPTT has been deployed using the OSM in OpenStack and distributed between the 
nodes by the orchestrator. 
 

 
 

Figure 4-10: EHU development infrastructure. 

4.3.2 ORION infrastructure  
 
The NFVΙ Point-of-Presence (PoP) in ORION’s Athens site (Figure 4-11) runs the OpenStack Ocata distribution41 
based on Centos 7.4.170842.  
The OpenStack controller and a compute node are situated on a single server, thus denoting this as an “all-in-
one” deployment. The PoP provides networking to the VNFs through OpenStack’s Neutron service43. All the 
networking is therefore handled automatically by OpenStack, provided that the required physical networks are 
present. Available storage includes SAS/iSCSI and EqualLogic high-capacity 3.5” drives. The PoP utilises the 
OpenStack default back-end drivers and is utilised to deploy VNFs based on the KVM hypervisor, although 
support for Docker containers44 via vim-emu is also provided (requiring OSM release 5).  
 
In addition to the PoP, three bare metal servers running ESXi virtualisation45 software are provided. The ESXi 
servers are able to provide VMs for other additional core functionalities such as a Prometheus server, various 

                                                           
41  For further details see: https://www.openstack.org/software/ocata/  
42  See: http://vault.centos.org/7.4.1708/  
43  See: https://wiki.openstack.org/wiki/Neutron  
44  See: https://www.docker.com/why-docker  
45  See, among others: https://en.wikipedia.org/wiki/VMware_ESXi  

https://www.openstack.org/software/ocata/
http://vault.centos.org/7.4.1708/
https://wiki.openstack.org/wiki/Neutron
https://www.docker.com/why-docker
https://en.wikipedia.org/wiki/VMware_ESXi
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NFVO releases etc. Additional networking infrastructure includes a Cisco 5500 Series46 Adaptive Security 
Appliance (integrating firewall, NAT and Intrusion Detection capabilities), a Cisco 2900 Series Integrated 
Services Router, and two switches, namely an SDN-enabled HPE Aruba 380047 with the OpenDaylight48 (ODL) 
controller (version Carbon49) and a Dell Switch. The NAT is configured either to be dynamic in order to allow all 
the hosts to reach internet or public addresses, or static NAT to allow also access to specific services from the 
inside networks to be reachable outside the firewall. Furthermore, cybersecurity and UC-specific stress-testing 
tools are installed within a Kali Linux VM50. 

 
 

Figure 4-11: ORION Athens NFVI-PoP and related infrastructure. 
  

                                                           
46  See: https://www.cisco.com/c/en/us/products/wireless/5500-series-wireless-controllers/index.html  
47  See: https://support.hpe.com/hpsc/doc/public/display?docId=emr_na-c03007219  
48  OpenDaylight (ODL) is a modular open platform for customizing and automating networks of any size and scale. The 

OpenDaylight Project arose out of the SDN movement, with a clear focus on network programmability. It was designed 
from the outset as a foundation for commercial solutions that address a variety of use cases in existing network 
environments. For more  details see: https://www.opendaylight.org/  

49  See: https://www.opendaylight.org/what-we-do/current-release/carbon  
50  See: https://www.kali.org/downloads/  

https://www.cisco.com/c/en/us/products/wireless/5500-series-wireless-controllers/index.html
https://support.hpe.com/hpsc/doc/public/display?docId=emr_na-c03007219
https://www.opendaylight.org/
https://www.opendaylight.org/what-we-do/current-release/carbon
https://www.kali.org/downloads/
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4.4 Management and Orchestration  
 

4.4.1 General Architecture  
 
The Management and Orchestration domain contains all the components necessary to provision the NFVI’s 
resources, instantiate and manage the required Network Services, as detailed in the ETSI MANO specifications 
[21]. The main functional blocks (also shown in Figure 4-1) are: 
 
 The NFV Orchestrator (NFVO) manages NFVI resources across multiple VIMs and handles lifecycle 

management. 
 

 The NFV Manager (NFVM) passes lifecycle management messages to the running instances. Each VNFM 
may be assigned to a single instance or multiple ones. 
 

 The Virtualised Infrastructure Manager (VIM) controls the NFVI compute, storage and network 
resources, which usually lie within an operator’s domain. 

 
 

4.4.2 5G ESSENCE MANO stack  
 
Based on existing software, the WP6 partners have selected the following components to compose the UC2 
MANO stack, based on their specific features. 
 

 OpenSource MANO (OSM) [22] is selected as the NFVO. OSM delivers an open source 
Management and Orchestration (MANO) stack, fully aligned with ETSI NFV Information 
Models. As an operator-led community, OSM is offering a production-quality open source 

MANO stack that meets the requirements of commercial NFV networks. Main features that contribute to UC2 
include integrated VIM monitoring, support for multi-VDU VNFs, improved VNF configuration, support for 5G 
slicing and slice lifetime management, as well as various platform and UI improvements. 
 

Juju [23] is an open-source application modelling tool developed by Canonical Ltd. Its modelling 
language allows abstracting technical specifics and simplifying management and integration. A 
juju controller is the service that monitors the events, state and user activities. The use of juju 
with OSM allows the administrator to control the deployment of a VNF in a cloud-agnostic 

manner. 
 

OpenStack is selected as the VIM for UC2. It is a popular open source solution to deploy and manage 
public and private clouds. The current (as of March 2019) 18th release, codenamed Rocky [10], 
addresses many new demands for infrastructures and includes services and improvements to better 
support NFV, high availability, edge computing, AI / Machine Learning (ML), deployment 
configurations such as bare metal51 and FaaS52, etc. Furthermore, the ability of OpenStack to utilise 

                                                           
51  A “bare-metal server” is a computer server that is a “single-tenant physical server”. The term is used nowadays to 

distinguish it from modern forms of virtualization and cloud-hosting. Bare-metal servers have a single “tenant”. They are 
not shared between customers. Each server may run any amount of work for the customer, or may have multiple 
simultaneous users, but they are dedicated entirely to the customer who is renting them. Unlike many servers in a data 
centre, they are not being shared between multiple customers. Bare-metal servers are “physical” servers. Each logical 
server offered for rental is a distinct physical piece of hardware that is a functional server on its own. They are not 
virtual servers running in multiple on shared hardware. Also see the discussion proposed in: https://loige.co/from-bare-
metal-to-serverless/  

52  Function as a service (FaaS) is a category of cloud computing services that provides a platform allowing customers to 
develop, run, and manage application functionalities without the complexity of building and maintaining the 
infrastructure typically associated with developing and launching an app. Building an application following this model is 
one way of achieving a “serverless” architecture and is typically used when building microservices applications. 

https://loige.co/from-bare-metal-to-serverless/
https://loige.co/from-bare-metal-to-serverless/
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advanced features on an x8653- based NFVI is a key benefit that led to its selection.  
 
A complete guide to install and configure the MANO stack components for UC2 is included in Section 5, along 

with a full listing of hardware features that optimise VNF performance. 
 

4.4.3 Operations and lifecycle management  
 
This subsection describes the process to instantiate and manage/configure a service in UC2 using the defined 
MANO stack. 
 

4.4.3.1 Images, Descriptors and Records 
 
The Network Service (NS) describes the relationship between VNFs, existing Physical Network Functions (PNFs, 
if any), and the links required to interconnect them in the NFVI network, or to connect them to other 
endpoints. A Network Service (NS) is fully characterised by four information elements: 

 
 The Virtualised Network Function (VNF); 

 
 The Physical Network Function (PNF); 

 
 The Virtual Link (VL), and; 

 
 The VNF Forwarding Graph (VNFFG). 

 
Figure 4-12 illustrates the main information elements defined in ETSI MANO. The information that is included in 
descriptors are deployment templates that provide static information used in the process of on boarding and 
instantiating a service. The records, on the other hand, contain dynamic, run-time information to track the 
status of the service and the infrastructure. 
 
The VNF Catalogue contains the VNF Descriptors (VNFDs). The VNFD is a deployment template that describes 
the deployment and operational behaviour requirements of the VNF. Information typically detailed in the VNFD 
contains deployment instructions, scaling policies, configuration information and monitoring parameters. 
Moreover, the VNFD contains connectivity, interface and KPIs requirements that can be used by the NFVO to 
establish appropriate virtual links between VNF components instances, or between a VNF instance and the 
endpoint interface to other virtual functions. Furthermore, a separate image repository at the side of the VIM 
stores the VNF images. A Network Service Descriptor (NSD) is a deployment template for a Network Service 
referencing all other descriptors which describe components that are part of that Network Service. 
 
The Network Service Catalogue contains the NS, VNFFG, VL Descriptors (NSD, VNFFGD and VLD, respectively). 
The VNFFGD describes the topology of the NS based on the interconnections. A VNF Forwarding Graph 
Descriptor (VNFFGD) describes a topology of the Network Service or a portion of the Network Service, by 
referencing VNFs and PNFs and Virtual Links that connect them. A Virtual Link Descriptor (VLD) describes the 
resource requirements that are needed for a link between VNFs, PNFs and endpoints of the Network Service, 
which could be met by various link options that are available in the NFVI. A Physical Network Function 
Descriptor (PNFD) describes the connectivity, Interface and KPIs requirements of Virtual Links to an attached 
Physical Network Function. This is needed if a physical device is incorporated in a Network Service to facilitate 
network evolution. Upon instantiation, operational records are created to represent the newly created 
instances, based on the descriptor information and various run-time information related to the instances. 

                                                           
53  x86 is a family of instruction set architectures based on the Intel 8086 microprocessor and its 8088 variant. The 8086 

was introduced in 1978 as a fully 16-bit extension of Intel's 8-bit 8080 microprocessor, with memory segmentation as a 
solution for addressing more memory than can be covered by a plain 16-bit address. The term "x86" came into being 
because the names of several successors to Intel's 8086 processor end in “86”, including the 80186, 80286, 80386 and 
80486 processors. 
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Figure 4-12: ETSI MANO information elements. Descriptors are provided by the VNF developers, while 
records are created upon instantiation of a UC2 network service. 

 

4.4.3.2 Instantiation & Configuration Process 
 
The successful deployment of a VNF relies on the instantiation of the service and its basic configuration. 
Configuration in this case applies to the service and includes basic operational logic and day-1/day-2 
configuration, rather than the run-time configuration of its functional elements (which is not handled by the 
VNFM but rather the EM elements in the ETSI NFV framework). This subsection focuses on instantiation and 
basic configuration through the VNFM.  
 
For a VNF to be instantiated into a service, multiple conditions must be met: 
 
 OSM and OpenStack must be installed and integrated properly: OpenStack must be configured to be 

reachable by OSM. Other special configurations might be required to enable advanced features like 
Enhanced Platform Awareness (EPA) optimisations54. For a detailed description of how to correctly 
configure OSM and OpenStack for Use Case 2, please refer to the Section 5. 
 

 The VM image must be uploaded on the VIM: This action can easily be performed via command line 
interface or GUI. 
 

 The VNFD & NSD must be on-boarded (loaded on OSM) and enabled: This can be performed either 
through the OSM client CLI or through the OSM web interface. Validation of the descriptor is performed 
automatically.  

 
Figure 4-13 and Figure 4-14 illustrate the on-boarding and enabling process followed by OSM and all ETSI-
compliant NFVOs. When the administrator pushes a VNFD to the NFVO, the descriptor is first validated (i.e. 
checked for mandatory elements, validated for integrity against security manifests, etc.).  
If successful, the NFVO notifies the Catalogue and makes the VM images available. The descriptor can then be 
enabled, after additional validation. For example, OSM will check if the descriptor already exists and that it is 
not marked to be deleted. 
 

                                                           
54  See: https://wiki.openstack.org/wiki/Enhanced-platform-awareness-pcie  

https://wiki.openstack.org/wiki/Enhanced-platform-awareness-pcie
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Figure 4-13: Sequence diagram of the ETSI MANO on-boarding process as applied to 5G ESSENCE. 

 
 
 

 
 

Figure 4-14: Sequence diagram of the ETSI MANO enabling process as applied to 5G ESSENCE.  
 
A similar process is utilised to disable or delete a VNFD from the Catalogue, as each action is first validated. It is 
worth noting that disabling or deleting a VNF does not affect any running services. It only prevents the VNF 
from further instantiation. Once the requirements for valid on-boarded VNFD is fulfilled, the administrator can 
on-board the NSD following a similar process. The NS descriptor that provides additional information on how 
the VNF should be interconnected within an instantiated service. The OSM administrator is then able to 
instantiate a service. Multiple services can be instantiated from one VNF.  
 
Figure 4-15 illustrates the instantiation process.  Once the OSM administrator requests the instantiation of a 
service, the following steps are performed: 
 
 OSM validates the request by ensuring that there is a valid VNF descriptor that is not disabled or 

marked to be deleted from the catalogue. Deleting or disabling a VNFD does not affect running services, 
but such actions prohibit further instantiation. 
 

 OSM performs a feasibility check to ensure that the required resources are available from the VIM. 
 

 Resources are allocated and network interconnections are set up through OSM, OpenStack & Juju (the 
VNFM) based on the VNFD & NSD information. Each instantiated VNF corresponds to an LXD container 
that is launched in OSM to house the juju proxy charm.  
 

 Basic configuration of the instance is performed by the VNFM based on the primitives and actions 
defined in the Juju charm. Run-time (functional) configurations can optionally be made through the EM 
(Elemental Manager). 
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 OSM acknowledges successful instantiation and configuration and informs the administrator. Uptime 
counter is started. 

 
Once the service has been instantiated, the default VNF primitives supported by OSM can be executed as Juju 
charm actions. Furthermore, Day-1 and Day-2 configurations and basic operational logic, can be defined within 
a Juju charm as actions. 
 

Table 4-5: Standard VNF primitives. 

 
Primitive  Description  

Config  Change the configuration of a VNF  

Upgrade  Perform a VNF Software Upgrade  

Start  Start the VNF service  

Stop  Stop the VNF service  

Restart  Restart the VNF service  

Reboot  Reboot the VNF  
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Figure 4-15: Sequence diagram for the instantiation of a 5G ESSENCE UC2 service.
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5 Integration and Validation  
 
The deployment & Integration strategy for UC2 is defined in the following stages: 
 
 Phase I – The functional capabilities required for UC2 are documented, along with WP3/WP4 

dependencies. The requirements for the integration of the components from the local testbeds to the 
common WP6 testbed are listed. This work is presented on subsection 5.1. 
 

 Phase II – The installation and configuration of the main components on the WP6 common test bed is 
performed. OSM/Juju, OpenStack, the SDN controller, EmPOWER and the monitoring framework are set 
up on the common WP6 testbed. The VNF images and descriptors are loaded on the infrastructure. 
Older descriptors are ported to OSM release FIVE. This work is presented on subsection 5.2. 
 

 Phase III- Services are deployed one at a time. Functional and non-functional tests are performed for 
each service.  Upon completion, deployment is tested on individual slices. This work is presented on 
subsection 5.3. 

 
Once this work is completed, WP6 will be in the position to perform KPI validation and the final demonstration. 
This work will be included in the upcoming D6.3 deliverable. 
 
 

5.1 Functional capabilities for UC2  
 
This section complements the descriptions in Sections 3 and 4. It builds upon the network services presented 
there but also the auxiliary components described. In order to assure appropriate planning for resources and 
components required for testbeds preparation it is first necessary to map the 5G ESSENCE functionality and 
responsible components against the UC2 objectives as identified in the Deliverable D6.1 [6]. 
 
The table below provides a high-level overview of all the necessary components and clarifies its role versus the 
objective.  
 

Table 5-1: Mapping of UC2 functionalities to required components. 

 
Objective from D6.1 Functionality 

needed 
5G ESSENCE Component responsible 

O1 - The priority access of first-
responders to 5G ESSENCE 
prototype platform 

Slicing Inside RAN: RAN controller (5G Empower) will be used in 
order to configure slice characteristics and resulting 
physical resource blocks (RB) at the radio interface level.  
Core: No slicing at the core network is foreseen for the 
testing purposes – as a matter of fact slicing at core is 
less critical due to the radio being the scarce resource. 
 

Scheduling srsLTE built in scheduler (RR) with available 
modifications based on the WP3 results. A dedicated 
scheduler that meets the needs of multi-RAT RRM as 
defined within WP3 will be provided here.  
 

O2 - The dimensioning and elastic 
resource allocation to first 
responders of radio, network and 
cloud resources through CESCM 
module in case of emergency 

Dimensioning 
& 
provisioning 

5G EmPOWER (slicing management, scheduling 
enforcement).  
The 5G Empower slicing will be used in order to 
demonstrate slice creation and its further 
reconfiguration.  
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Objective from D6.1 Functionality 
needed 

5G ESSENCE Component responsible 

CESCM CESCM – is the responsible component to manage the 
virtual and physical resources of the Light DC. It has the 
overall knowledge of the configuration and use of 
resources, in order to provide complex virtual scenarios 
for end-to-end services. CESCM creates and coordinates 
applications of Network Services in the Edge as 
composition of VNFs and PNFs. 
 

Monitoring 
component –  

Used to collect the telemetry from the infrastructure. 
Prometheus platform will be used as smart monitoring 
system to collect and evaluate data from the 
components involved in the service delivery. It includes 
an alert system to enable the automation of service 
quality recovery.  
 

Alert 
mitigation 
Manager 
(AMS) –  

Used to connect relevant actions to thresholds 
identified for resource limits. Alert Mitigation system 
from WP4 will be configured to automate several 
actions to recover the expected performance of the 
services deployed in the virtual infrastructure.  
AMS is an intermediate component between the 
monitoring system and the orchestrator to reappraise 
the use of resources in the infrastructure. 
 

Evolved 
Packet Core 
(EPC) 

For the MCPTT service, the network must be configured 
in a way that the EPC is capable of connecting the UEs to 
the IMS. 
LTE users must be registered to allow the attachment to 
the network 
The main role of EPC is the enforcement of QoS (via QCI 
mappings) and its further use in the radio resource 
management at the level of physical resource blocks 
(PRB). 
 

O3: The integration of first 
responders’ deployable 
communication systems (macro 
base stations, multi-RAT devices) to 
5G ESSENCE platform. 
 

CESCM 
 

 The integration of portable and deployable remote 
radio heads (RRH) like for example small cell requires 
appropriate: orchestration – in order to deploy 
necessary services (e.g. NS) to the vicinity of the small 
cell – considering the LightDC. On the other hand adding 
new resources may require an operator (or tenant) to 
provision necessary elements using the console.  
 

O4: The hosting of MC applications 
(i.e., Group Communication and 
MCPTT) and virtualised EPC to Edge 
DC for extremely low-latency 

NS 
orchestration  

UC2 services will be deployed by OSM/MANO + 
OpenStack and will expose performance metrics to the 
monitoring system through individual VNF exporters. 
This monitoring system, together with the rest of 
performance data collected from the small cells and the 
virtualised infrastructure, will trigger, when necessary, 
the alerts towards the RAN controller in order to re-
configure the radio slice, and to the alert mitigation 
system in the OSM/MANO in order to re-configure the 
cloud slice. 
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5.1.1 Final testbed requirements  
 
The testbed foreseen for integrating WP4 results and showcasing the mission critical use-case will be developed 
first as a distributed activity of WP6 partners (comparison of the different integration options was performed 
within the WP6 – and reported in the Table 5-2).  
The rationale is that first the partners responsible for a component of the demo will start small-scale 
integration given the requirements of its own component (i.e. mainly network service providers). Such 
approach is motivated by the fact that WP6 plans to first attempt to resolve some basic open issues and only 
once this is achieved during local integration, the partners plan to have an integration workshop.  
The integration workshop will be performed in a location which will be nominated, and all WP6 partners 
responsible for components to be integrated will deliver their HW and SW solutions in order to collectively 
integrate solutions on site.  
 

Table 5-2: Testbed integration approaches – analysis. 
 

 
 
Below a set of requirements for local testbed, common testbed and portable demo are presented in more 
details. 
 

Table 5-3: Requirements for local testbeds, integrated UC2 testbed and portable demo. 
 

Testbed 5G ESSENCE components Supportive tools Requirements 

Local  - Particular components on site 
depend on the objectives of 
local integration and testing 

 

- traffic generation tools 
(e.g. MGEN, moongen of 
vDPI, IXIA Traffic 
Generator or similar) 

- specific traffic generator 
for MCPTT 

Test plans available. 
Test results collected after 
performing tests and local 
issues resolved. 
All the necessary KPIs per 
test should be reported (see 
section 3.3 and 5.3.3). 
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Common - 5G ESSENCE components which 
are indicated in section 5.1 are 
available for the testbed 

- components have been 
connected according to the 
testbed architecture 
described in section 2.1 and 
the required SW has been 
installed 

- partners responsible for a 
component integration 
should perform unitary and 
integration tests to assure the 
component has been 
successfully integrated 

- traffic generation tools 
(MGEN55, IXIA Traffic 
Generator56, or similar) 

- user session emulation 
tools available (e.g. 
Amarisoft UE Emulator57) 

- specific traffic generator 
for MCPTT or messaging 
service 

 

Remote access should be 
provided with VPN tunnels 
and appropriate 
authentication and 
ciphering for all the partners 
who will be performing 
integration related 
activities. 
Integration tests should be 
performed once all the HW 
and SW components are in 
place.  
Results of the integration 
tests should be provided 
summarizing the results 
based on KPIs and success 
criteria defined. 
 

BAPCO 
demo 

- selected components of the 
common testbed should be 
portable and easy to install  

 License for regulated access 
to spectrum might be 
needed (if required an 
official request towards 
BAPCO organizers will be 
issued). 

 
 

5.1.2 Requirements for integration with WP4 components 
 
The multiple orchestration and telemetry components developed in WP4 ultimately drive the implementation 
of the 5G ESSENCE platform. The specification of requirements has followed a use case-driven methodology.  
 
The requirement specification process included 3 basic groups, which can be briefly described as follows: 
 
 5G ESSENCE Service Orchestration: Based on the orchestration components developed in WP3, which 

support intelligent network provision for the 5G ESSENCE network services. The requirements derived 
are based on the design of the Cloud-Enabled Small Cell Manager (CESCM) and the Orchestrator of 
Distributed end-to-end services, the middleware responsible for intelligent placement. 
 

 5G ESSENCE Service Telemetry: Requirements are derived from the design and implementation of the 
telemetry framework and monitoring modules developed in WP4, which allow advanced statistics 
collection and intelligent monitoring. 
 

 5G ESSENCE Advanced and Efficient Service Platform: Driven by the efforts for the implementation of 
an advanced and efficient virtualization platform for WP4. The requirements deal with the delivery of 
virtualized network services on top of a Unikernel-enabled VIM. 

  

                                                           
55  See: https://downloads.pf.itd.nrl.navy.mil/docs/mgen/mgen-tech.html  
56  See: https://forums.spirent.com/questions/2633/automating-traffic-generator-testing-using-ixia-ix.html  
57  See: https://www.amarisoft.com/technology/ue-simulator/  

https://downloads.pf.itd.nrl.navy.mil/docs/mgen/mgen-tech.html
https://forums.spirent.com/questions/2633/automating-traffic-generator-testing-using-ixia-ix.html
https://www.amarisoft.com/technology/ue-simulator/
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Table 5-4: Requirements towards the WP4 deliveries. 

 

Req. ID Group Domain Requirement 
Name 

Requirement Description Category 

5G_ESS_01 Orchestration Service 
Composition 

CESCM access 
and network 
service 
description 

The 5G ESSENCE platform 
must support REST API 
based communication. 

Functional 

5G_ESS_02 Orchestration Service 
Deployment 

OSM API 
endpoint access 

The 5G ESSENCE platform 
must use an OSM with API-
enabled control for service 
composition and 
deployment. 
 

Functional 

5G_ESS_03 Orchestration Service 
Deployment 

Intelligent Service 
Placement 

The 5G ESSENCE platform 
shall support the 
communication between 
the OSM and the Advanced 
Orchestration middleware. 
 

Optional 

5G_ESS_04 Orchestration Service 
Provision 

Small Cell 
Provision 

The 5G ESSENCE platform 
shall support open API-
enabled control of small 
cells, for the CESCM to 
provision the entire 
platform seamlessly. 
 

Optional 

5G_ESS_05 Telemetry Resource 
Provision 

Resource 
Landscaper 

The 5G ESSENCE platform 
must support the 
integration of a resource 
landscaper in order to map 
described services to the 
available resources. 
 

Functional 

5G_ESS_06 Telemetry Service 
Provision 

Analytics 
Framework 

The 5G ESSENCE platform 
shall support intelligent 
service deployment, based 
on the ML-based analytics 
framework. The framework 
will provide feedback to the 
placement orchestrator, 
where to deploy the 
service, based on an 
extensive series of 
experiments. 
 

Optional 

5G_ESS_07 Monitoring Cloud 
Resource 
Provision 

Cloud Monitoring The 5G ESSENCE platform 
must provide the interfaces 
and endpoints for the 
monitoring framework to 
collect cloud resource 
related data. 
 

Functional 

5G_ESS_08 Monitoring Radio 
Resource 

RAN Monitoring The 5G ESSENCE platform 
must provide the interfaces 

Functional 
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Provision and endpoints for the 
monitoring framework to 
collect radio resource 
related data. 
 

5G_ESS_09 Advanced 
Service 
Platform 

Efficient 
Service 
Deployment 

Unikernel Support The 5G ESSENCE platform 
shall be able to support the 
deployment and provision 
of Unikernel based network 
services, over a Unikernel 
supported VIM. 
 

Optional 

5G_ESS_10 Advanced 
Service 
Platform 

Accelerated 
Service 
Provision 

Hardware 
Accelerated 
Services 

The 5G ESSENCE platform 
shall be able to support 
hardware accelerated 
modules, which require 
specific dedicated 
acceleration hardware 
components e.g. GPU, 
Smart-NICs, in order to 
further improve the 
performance of various 
network services. 
 

Optional 
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5.2 Deployment strategies for UC2 services  
 
As presented in section 5.1, within the WP6 UC2, the idea is that partners assuring network services will start 
integration locally, based on the “local testbed” requirements. The key idea behind is that it is first necessary to 
enable integration of services with the underling network infrastructure (including: RAN and core network – 
EPC). This is crucial as, for example, the MCPTT was so far mainly tested with WiFi and it has to be validated 
with the air-interface which is 3GPP compliant.  
 
Moreover, the first phase of integration will assure that integration of the network services with the WP4 
framework (without specific tuning of WP4 mechanisms) is performed first.  The rationale behind starting with 
“local testbeds” is also to provide partners the time needed to configure systems not and services not 
developed in 5G ESSENCE, like the EPC, IMS, as well as the underlying MANO infrastructure. This way the WP4 
components can further be integrated and prepared due to the moment when it is ready (i.e. the T3.4 and T4.4 
tasks finished).  
A key benefit of this approach is that it enabled the partners to test many different configurations and discover 
common pitfalls and ways to overcome them, thus providing a full installation guide, tailor-made for UC2 
needs. These configurations are provided in the following subsections (5.2.1-5.2.4). 
 
The deployment and integration strategy for the final common testbed is then defined in the following stages: 
 
 Stage I – The installation and configuration of the main components on the test bed: OSM/Juju, 

OpenStack, the SDN controller, 5G-EmPOWER and the monitoring framework is completed on the 
common WP6 testbed. 
 

 Stage II – The VNF images and descriptors are loaded on the infrastructure. Older descriptors are ported 
to OSM release FIVE (required since 5G ESSENCE development started before the current OSM version). 
 

 Stage III- Services are deployed one at a time. Functional tests are performed for each service.  
 

 Stage IV- Services are deployed in individual slices.  
 
Moreover, it needs to be highlighted that WP6 was carefully considering and thoroughly discussing the need for 
integrating the WP6 results with the already deployed WP4 testbed. However, it looks that despite the existing 
WP4 testbed is representative for the 5G ESSENCE needs, it is solely focusing on the needs resulting from the 
objectives of the WP4.  
Having said that the WP4 testbed is specific in the fact that it does not integrate with the underlying elements 
of the foreseen RAN infrastructure (radio). It is motivated by the fact that WP4 is focusing on the aspects of 
data collection and its analysis, the additional inclusion of e.g. software defined radios as small cells, could 
introduce additional complexity when integrating with the WP4 monitoring and validating its functionalities at 
this stage of the developments.  
 

5.2.1 Proper Installation and Configuration of OSM & OpenStack for UC2 
 
The deployment process focuses on the correct installation and configuration of OSM & OpenStack so as to 
ensure their correct integration, as well as the creation of a viable VNF environment that supports the features 
required for UC2 (such as multiple, running, high-performance services).  
There is extensive documentation on such processes on the OSM & OpenStack Wikis; this section focuses on 
listing the important configurations and possible pitfalls for UC2.  
 

A. OpenStack installation 
OpenStack consists of several independent parts, namely, the OpenStack services. All services authenticate 
through a common identity service called Keystone. Individual services interact with each other through public 
APIs, except where privileged administrator commands are necessary. OpenStack services can be composed of 
several processes. All services have at least one API process, which listens for API requests, pre-processes them 
and passes them on to other parts of the service. Except for the identity service, the actual work is done by 
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distinct processes. Communication between the processes is handled by message brokers such as AMPQ, 
RabbitMQ, etc. The minimum requirement for an OpenStack deployment (version Rocky58) consists of the 
following services: 
 
 Identity service – Keystone59  

 
 Image service – Glance60  

 
 Compute service – Nova61  

 
 Networking service – Neutron62 

 
The OpenStack documentation features separate installation notes for all OpenStack services [24]. Once the 
minimum requirements have been fulfilled, additional services can be installed. A full list of services exists in 
the OpenStack documentation, however the ones more relevant to UC2 are herein listed: 
 
 Dashboard – Horizon63  

 
 Block Storage service – Cinder64  

 
 Object Storage service – Swift65 

 
 Telemetry Alarming services – Aodh66 

 
 Telemetry Data Collection service – Ceilometer67 

 
 Telemetry Event service – Panko68. 

 
The following figure shows the logical architecture of OpenStack services (Figure 5-1). Mandatory services are 
considered high-priority. Of the optional ones, medium priority is assigned to the telemetry and visualisation 
services, while block & object storage is assigned lower priority.  
Other services are not required for UC2 (Heat/Trove69 is used for VNF management and orchestration but not 
utilised in 5G ESSENCE, Sahara70 is used to provision data processing frameworks like Apache Hadoop, Spark, 
Storm, etc.; Ironic is used for bare metal provisioning, etc.). 
 

                                                           
58  See: https://docs.openstack.org/rocky/deploy/  
59  See: https://docs.openstack.org/keystone/latest/  
60  See: https://docs.openstack.org/glance/latest/  
61  See: https://docs.openstack.org/nova/latest/  
62  See: https://wiki.openstack.org/wiki/Neutron  
63  See: https://docs.openstack.org/horizon/latest/  
64  See: https://wiki.openstack.org/wiki/Cinder  
65  See: https://docs.openstack.org/ocata/cli-reference/swift.html   
66  See: https://docs.openstack.org/ocata/cli-reference/aodh.html  
67  See: https://docs.openstack.org/ceilometer/pike/install/get_started.html  
68  See: https://docs.openstack.org/panko/latest/  
69  See: https://wiki.openstack.org/wiki/Trove/Heat.ResizeInstance  
70  See: https://wiki.openstack.org/wiki/Sahara  

https://docs.openstack.org/rocky/deploy/
https://docs.openstack.org/keystone/latest/
https://docs.openstack.org/glance/latest/
https://docs.openstack.org/nova/latest/
https://wiki.openstack.org/wiki/Neutron
https://docs.openstack.org/horizon/latest/
https://wiki.openstack.org/wiki/Cinder
https://docs.openstack.org/ocata/cli-reference/swift.html
https://docs.openstack.org/ocata/cli-reference/aodh.html
https://docs.openstack.org/ceilometer/pike/install/get_started.html
https://docs.openstack.org/panko/latest/
https://wiki.openstack.org/wiki/Trove/Heat.ResizeInstance
https://wiki.openstack.org/wiki/Sahara
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Figure 5-1: OpenStack logical architecture, showing prioritisation of services for UC2. 

 
 

B. OSM installation  
 
OSM can be installed in a single VM, with the following requirements [6]: 
  
 MINIMUM: 2 CPUs, 4 GB RAM, 20GB disk and a single interface with Internet access. 

 
 RECOMMENDED: 2 CPUs, 8 GB RAM, 40GB disk and a single interface with Internet access. 

 
 Ubuntu16.04 [6] (64-bit variant required) as base image. 

 
Since OSM creates a dedicated container to house the Juju proxy charm (required for the configuration and 
lifecycle management of each VNF instance), it is necessary to select a larger flavour to provide storage for 
multiple containers. Larger storage is also essential for future upgrades to OSM version.  Hence, UC2 will rely on 
the recommended settings and a minimum flavour is considered inadequate. Additional features can be added 
during installation.  
Performance management and ELK fault management71 can be useful for UC2 operations, although carefully 
considered since some functionalities are still in experimental phase. 
 

                                                           
71  See, for example, the discussion proposed in: https://robinhood.engineering/taming-elk-

4e1349f077c3?gi=65e0f11ff9b0  

https://robinhood.engineering/taming-elk-4e1349f077c3?gi=65e0f11ff9b0
https://robinhood.engineering/taming-elk-4e1349f077c3?gi=65e0f11ff9b0
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Table 5-5: Additional OSM components that can be enabled during installation. 
 

Additional 
component 

Description  Priority 

Vim-emu Execution of network functions 
packaged as Docker containers, in 
emulated network topologies running 
locally on the developer's machine 
 

Low – UC2 does not require Docker-based 
microservices 

Performance 
Management 
Stack 

Metrics collection High – Integration of VIM & VNF metrics & 
visualisation 

ELK  Fault Management & Events 
Visualisation 

Medium – Useful functionality but still in 
experimental phase 
 

Juju metrics Information gathering from the VNFs Low – Monitoring of critical VNFs is already 
gathered in Prometheus, although this can be 
added for other VNFs that do not already feature 
node_exporter. 
 

 
C. OpenStack configuration 

 
It is important to note that the VIM needs to be configured properly in order to be reachable from OSM and to 
support some required features, following a specified procedure.  
First, the admin needs to guarantee that OpenStack API endpoints are reachable from OSM and specifically 
from the Resource Orchestration (RO) container. Then, it is necessary to create a management network, with 
DHCP enabled, reachable from OSM. The network is used by the VCA (Juju) for configuring the VNFs once they 
are running. It is recommended to create a provider network, isolated from OpenStack.  
The next step is to create a valid tenant/user with rights to create/delete flavours. The easiest way is to create 
a user and assign it the role “admin”. Another option is to change the general flavour management policies by 
configuring Nova to allow flavour creation per user.  
Finally, the VNF images need to be uploaded to the VIM storage. Another important aspect is that OpenStack 
and OSM support Enhanced Platform Awareness (EPA). Enhanced Platform Awareness (EPA) is a contribution 
to OpenStack by Intel. EPA aims to expose hardware characteristics of the NFVI to the VIM, enabling hardware 
features that can be used to increase performance of VNFs (e.g. SR-IOV & DPDK) and make them visible to OSM 
for fine-grained deployment. 
 

Table 5-6: Enhanced Platform Awareness features available for OpenStack (version Rocky). 
 

Compute 
features 

Real-time kernel and hypervisor 
 

Single Root I/O Virtualization (SR-IOV) 
 

CPU Pinning 
 

NUMA Awareness 
 

Huge Pages 
 

PCIe Passthrough (Example: GPUs utilisation, FPGA, etc.) 
 

Resource Director Technology (DDR bandwidth allocation, Cache size allocation etc.) 
 

Networking 
features 

Accelerated virtual switch using Data Plan Development Kit (DPDK) 
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Accelerated virtual switch using smartNIC 
 

Data Plane VNF acceleration 
 

Security & 
Other 
features 

Cryptography (hardware) accelerators such as AES-NI, SIMD/AVX, QAT 
 

Random Data Generation using native instructions such as RDRAND 
 

Compression Accelerators such as QAT 
 

Security features such as TPM, SGX, TXT (secure boot & Attestation) 
 

Hardened Kernel and Hypervisor 
 

 
EPA features can be used by the VNFs if they are defined in OSM's VNF descriptors. Some of these features are 
required for high-performance VNFs and need to be configured properly on the VIM (particularly on Nova and 
Neutron), especially in cases where VNFs are placed on the path of traffic.  
Furthermore, the VIM needs to be configured to interoperate with the SDN controller, if SDN assist is enabled 
by OSM.  
 
The following figure shows how advanced hardware features can be utilised. It is not only necessary for the 
NFVI to provide those features, but they need to be enabled/supported across the infrastructure (e.g. on 
deployment, the VNF must use a hypervisor that supports the required feature and the NFVI enable various 
features through the BIOS72, the VIM needs to have these features exposed and configured in Nova and 
Neutron, the NFVO must be able to on-board the VNF/be aware of the features in its descriptor and manage 
them).   
A full listing of NFVI/VIM optimisations for high-performance VNFs is included in the upcoming 5G ESSENCE 
D4.2 report. 
 

 
(a) 

                                                           
72  See, for example: https://docs.oracle.com/cd/E19477-01/820-5830-13/app_bios.html  

https://docs.oracle.com/cd/E19477-01/820-5830-13/app_bios.html
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(b) 

 
Figure 5-2: Why EPA support is fundamental for UC2: (a) EPA benefits; (b) Support for advanced features 

must be configured throughout the infrastructure. 
 
 

D. OSM installation testing. 
 
After the installation has completed, it is necessary to test that the important OSM services are running (Figure 
5-3). After release FIVE, most services are dockerised.  
 

 
 

Figure 5-3: As a result of the installation, thirteen containers are created in the host. 
 
OSM deploys a Juju controller in a dedicated LXD container. Known installation issues include misconfiguration 
of LXD and Juju, in which case, both LXD and the Juju controller need to be re-installed.  
Furthermore, it is important to secure the OSM installation by changing the default user account credentials 
(user: admin, password: admin). 
 
 

E. Adding a VIM account to OSM and Enabling VIM metrics. 
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Assuming that OpenStack has been installed and properly configured to be reachable by OSM, it can be added 
to OSM either via the OSM client’s command line interface or via the web interface (as shown in Figure 5-4). It 
is important to note that if an SDN controller is added in OSM, it needs to also be associated with the VIM.  
 

 
 

Figure 5-4: Adding the VIM account to OSM. 
 
If OpenStack telemetry is installed (i.e. Ceilometer, Aodh, Gnocchi), metric collection can be configured on the 
OSM MON (monitoring) container and implemented through a dedicated Kafka bus73.  
As of Release 5.0.0, metric collection has been tested with OpenStack VIM with Keystone v3 authentication74 
and legacy or Gnocchi-based telemetry services75.  
Before activating metrics, it is important to make the MON container aware of the granularity of the Telemetry 
system (e.g. sample rate).  
 
 
F. On boarding the VNF. 
 
The VNF image must be first uploaded to the VIM. In OpenStack, this is performed with the openstack image 
create command. Then the administrator must upload the VNFD and NSD to OSM (Figure 5-5). This can easily 
be performed via the web interface or through the CLI of the OSM Client. 
 

                                                           
73  See, for example: https://kafka.apache.org/  
74  See: https://docs.openstack.org/python-keystoneclient/latest/api/keystoneclient.auth.identity.v3.html  
75  See: https://cloud.epam.com/site/competency_center/e=p=c_services/telemetry_as_a_service_(=t=m=s)  

https://kafka.apache.org/
https://docs.openstack.org/python-keystoneclient/latest/api/keystoneclient.auth.identity.v3.html
https://cloud.epam.com/site/competency_center/e=p=c_services/telemetry_as_a_service_(=t=m=s)
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(a) 

 

 
(b) 

 
Figure 5-5: OSM web interface for (a) on-boarding the VNFD, (b) on-boarding the NSD. 

 
Once the related descriptors are uploaded, the VNF is ready for instantiation as long as there are resources 
available in the NFVI-PoP. A common pitfall also lies with the configuration of OSM during installation: since a 
dedicated lxd container is created for each instance to host the VNFM, there needs to be enough disk space 
resources to support multiple concurrent instantiations. In any other case, the instantiation will fail until more 
space is freed within OSM. It is also worth noting, that there are conversion tools available to port descriptors 
from older versions of OSM to release FIVE, thus facilitating the use of existing VNFs. 
 

5.2.2 Proper Installation and Configuration of the Monitoring components in UC2 
 
To integrate the 5G ESSENCE Monitoring Framework in the different use cases, there are some standard steps 
to follow customized in each case: 
 

A. Installation of the Monitoring Framework 
The standalone version developed in WP4 will be installed in the Main DC, including the latest versions of 
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 Prometheus; 
 

 Node_exporter; 
 

 Alertmanager; 
 

 Grafana; 
 

 Custom API to include targets and rules in Prometheus; 
 

 Custom API to retrieve data from generic exporters; 
 

 Standard rules based on node exporter (Section X, Virtual Network Infrastructure KPIs). 
 
 

B. Configuration of Alertmanager 
Alertmanager configuration file need to specify which actor (the VNFO, RAN controller, infrastructure manager, 
etc.) will receive the alerting notifications when the alerts are triggered, including information about the alert 
as the instance, the timestamp, the value that surpassed the threshold, the service name or the description of 
the alert. In each use case, the actors change and, therefore, the configuration file should send the notifications 
to the correct receivers.  
 

C. Execution of the Monitoring Framework 
The monitoring Framework, once installed, needs to be executed. Its standalone philosophy permits its 
execution using basic commands in the Main DC. Once running, all the services listed above will be ready to be 
used, but not customization to the Use Case scenario is required. 
 

D. Installation of Libvirt. 
Libvirt is installed using basic linux commands on the Main DC. This is necessary to scrape instances’ metrics 
(where instances relate to the VMs being instantiated as services by the VIM). 

 
E. Installation of Libvirt exporter 

Libvirt exporter is necessary to monitor those instances that are not able to run node exporter or expose its 
data. It scrapes instances metrics and exposes them as Prometheus metrics. The way to install it is simple, using 
Linux commands on the Main DC, where the VIM is running.  This exporter is also useful to complement the VM 
monitoring based on node exporter, by adding a new VM performance metric source to confirm their usage 
and status. 
 

F. Inclusion of node exporter 
Several exporters are used in Use Case 2. The most common, that provides information about the performance 
of the virtual or physical servers, runs under any Linux distribution and expose the metrics using a public 
endpoint. This exporter will be included in the VNF descriptors of the different services to run automatically at 
deployment time, to expose the VM / VMs. At the same time, the VNF Orchestrator will add the endpoint of 
the new VM / VMs to Prometheus using the API developed for this purpose to start scraping metrics from the 
new targets. In case a VNF is undeployed, the VNF orchestrator will send the order to the same API to delete 
the target in Prometheus, in order to stop pulling data from an inexistent metrics endpoint and consequently 
receive an availability alert. Node exporter will be included in all the Light DCs and Prometheus manually, as 
those will be static in the environment. It is important to note that it is not necessary to include node exporter 
in the Main DC, as it is integrated in the Monitoring Framework installation. 
 

G. Inclusion of generic exporters 
VNFs like MCPTT or components like 5G EmPOWER, include customized exporters that provide service-related 
information. Those exporters are installed along with the VNF deployment in the same way as node exporter. 
Those metrics targets will also be pulled by Prometheus after a VNF Orchestrator order to the Monitoring 
Framework APIs at deployment time. 
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H. Definition of Prometheus targets 
The exporters running in VNFs will be included automatically in Prometheus using the custom API, as explained 
above, but, on the other hand, the static targets, as Light DCs, have to be included manually. The testbed 
scenario will be generated once, and its infrastructure will be static, as well as its network addresses, so, it is 
not possible to automatize this task. The Libvirt exporter endpoint will be included also in this point, as the VIM 
is located using a static address. 
 

I. Inclusion of alerting rules 
The Monitoring Framework standalone installer include several alerting rules out-of-the-box, that provide a 
useful set of infrastructure performance alarms classified by severity and kind of alert, but those rules are not 
enough to recognize the RAN or services statuses.  
For this purpose, it is possible to include customized rules using the API regarding  [25] the different KPIs 
described in this section. After those steps, the monitoring Framework is configured accordingly to the Use 
Case 2 needs to retrieve useful data for decision making, focusing on reliability and availability. 
 

5.2.3 Proper Installation and Configuration of 5G-EmPOWER for UC2 
 
The 5G-EmPOWER Github page [17] offers some basic documentation on the installation and configuration of 
the controller. In particular, the following steps must be taken to ensure a fully operational testbed: 
 

A. Network Setup. 
 
The EmPOWER documentation provides details for the network setup in three cases: 

 
(a) WTPs only, 

 
(b) WTPs & CPPs, 

 
(c) VBSs only. 

 
All setups, however, require some minimum elements, namely one switch (with at least 4 Eth ports, although 
more would be recommended for UC2) and a router (that is assumed to run DHCP/DNS services and can 
perform NAT). It is also recommended that all nodes in the EmPOWER managed network (Runtime, WTPs, CPPs 
and VBSes) are in the same sub-network. It is also recommended to either use a static IP address for the 
Runtime node or to reserve one IP address for the Runtime on the DHCP server. The current setup selected for 
UC2 is VBS only, where the final VBS will contain the LTE stack and will be integrated with the Ettus B20576 mini 
SDR.  
 
For Service Function Chaining and other improved functionalities, an OpenFlow Controller must be installed on 
the switch. Ryu77 is easily integrated with EmPOWER, although other choices can be also investigated, e.g. ODL 
and ONOS78 offer tight integration with the OpenStack VIM & the OSM NFVO79.  
Furthermore, it is necessary that the switch is also interfacing with the EPC and srsLTE.  

                                                           
76  See: https://www.ettus.com/all-products/usrp-b205mini-i/  
77  Ryu is a component-based software defined networking framework. Ryu provides software components with well 

defined API that make it easy for developers to create new network management and control applications. Ryu supports 
various protocols for managing network devices, such as OpenFlow, Netconf, of-config, etc. Also see: 
https://osrg.github.io/ryu/  

78  Open Network Operating System (ONOS) is the leading open source SDN controller for building next-generation 
SDN/NFV solutions. ONOS was designed to meet the needs of operators wishing to build carrier-grade solutions that 
leverage the economics of white box merchant silicon hardware while offering the flexibility to create and deploy new 
dynamic network services with simplified programmatic interfaces. ONOS supports both configuration and real-time 
control of the network, eliminating the need to run routing and switching control protocols inside the network fabric. By 
moving intelligence into the ONOS cloud controller, innovation is enabled and end-users can easily create new network 
applications without the need to alter the data plane systems. For more details see: 
https://www.opennetworking.org/onos/  

79  See: https://superuser.openstack.org/articles/pairing-openstack-and-open-source-mano-for-nfv-deployments/  

https://www.ettus.com/all-products/usrp-b205mini-i/
https://osrg.github.io/ryu/
https://www.opennetworking.org/onos/
https://superuser.openstack.org/articles/pairing-openstack-and-open-source-mano-for-nfv-deployments/
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B. Set up of the various components (the WTP, CPP, VBSs, backhaul SDN controller, etc.). 
 
For the setup of a WTP it is required to first build the necessary firmware. Any linux-based system may be used, 
although the EmPOWER documentation recommends Ubuntu 18.0480. After the main dependencies are 
resolved, the EmPOWER LEDE Repository81 can be cloned and installed. It is important to note that the 
EmPOWER WTPs need to be connected to the controller and is therefore recommended to reserve a (static) IP 
address for the controller on the DHCP server. After the installation and configuration of a WTP, it is 
recommended to ensure that no firewall is blocking communication to port 22. 
 
For the VBS setup, it is necessary to ensure that the EPC (either commercial or open-source) is compatible. 5G-
EmPOWER provides a pre-patched version of the srsLTE software stack. Furthermore, it is necessary to have 
access to a standard EPC, e.g. the OpenAirInterface EPC implementation82. For the machine running the eNB a 
Quad core PC (i5 or better) with at least 8 GM RAM will be needed. The recommended operating system for 
this guide is Ubuntu 18.04. 
 
After the installation of the 5G-EmPOWER controller, it can be setup to communicate with Ryu using an intent 
based networking interface. A special version of Ryu can be downloaded from the EmPOWER repository. No 
additional configuration is needed if both the Ryu controller and the 5G-EmPOWER controller are executed on 
the same machine. 
 
At this time, 5G-EmPOWER should be able to create at least two UC2 slices. In UC2 there is no mandatory need 
for Service Function Chaining but mobility & migration of services from one slice to another should be tested in 
the common testbed. 
 
 

5.2.4 Proper Installation and Configuration of LTE stack (srsLTE & OAI) 
 
In order to install and configure the experimental open-source LTE stack (baseband unit BBU, radio frontend RF) 
UC2 will be utilizing the aLTErnative configurator for eNBs [26]. This proprietary solution enables the complete 
configuration of a new mobile network, based on the official srsLTE or OAI binaries.  
 
The use of aLTErnative enables complete configuration of mobile network, including also the EPC and HSS 
components. The configuration time, when utilizing some default values can be less than 5 minutes per eNB. 
Main benefits of using aLTErnative for configuring LTE network are: 
 
 speed of deployment of fully operational network (UE can see the network and attach to it); 

 
 scripted operation of the framework, allows for network deployment automation between testbeds; 

 
 the solution is compatible with the two most recognizable experimental radio stack frameworks. 

 
Thus, aLTErnative will be used for shortening time but also lowering the need for expertise to configure and 
launch srsLTE based small network by each partner who will be interested in establishing a testbed at their 
premises.  
 

                                                           
80  For more details see: https://itsfoss.com/ubuntu-18-04-release-features/  
81  See: https://github.com/5g-empower/empower-lede  
82  See: https://gitlab.eurecom.fr/oai/openairinterface5g/wikis/home  

https://itsfoss.com/ubuntu-18-04-release-features/
https://github.com/5g-empower/empower-lede
https://gitlab.eurecom.fr/oai/openairinterface5g/wikis/home
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Figure 5-6: OAI/LTE eNB example radio stack. 
 
It has to be underlined that the Figure 5-6 is only depicting the idea of a network rapid deployment and the 
particular radio stack framework (OAI in this case) is only serving as example. Also, the SDR depicted in the 
figure (ExpressMIMO283) is a sample, as the target platforms supported are more elaborated (e.g. LimeSDR84, NI 
SDR85).  
 
 

A. Set up of the various components 
In order to enable comprehensive ways to deal with testing the radio interface and the LightDC it is foreseen to 
consider the following options for connectivity between LightDC and user equipment (UE) being tested across 
integration tests performed. They differ in capabilities they offer, in degrees of freedom they provide as well as 
in the automation capabilities offered (Figure 5-7):  
 
 Option1 – the use of COTS UE (regular terminals) where end user applications need to be installed 

directly (e.g. on Android system). However, this option mostly provides basic functionality for connecting 
the UEs with eNB.  
 

 Option2 – this option assumes that UE terminals are emulated by the Amarisoft Emulator, which is 
designed in a way to load the air interface (Uu) with the signalling and data traffic mimicking multiple 
(up to 100) UEs at once. It needs to be verified if this option enables, at the same time, emulation of 
legacy traffic and transmitting data from NS applications of the 5G ESSENCE.  
 

 Option3 – this option is an interesting opportunity for performing tests without actually sending data 
through the air interface. It relies on the direct data exchange between MAC layers of UEs executed on 
the host (regular computer or server) and an eNB being tested. Whereas in this case eNB software (e.g. 
srsLTE) would need to be adjusted in a way to enable splitting the radio stack between MAC and PHY 
layers. 

 
Option 1 is closer to an operational scenario, while Options 3&4 create opportunities for additional, rigorous 
testing. It worth highlighting that the setup of radio stack used for a testbed is not restricted to the above 
approach but can also be based on the configuration described e.g. in the 5G EmPOWER – as presented in the 
section above (5.2.3). 

                                                           
83  See: http://openairinterface.eurecom.fr/expressmimo2  
84  See: https://limemicro.com/products/boards/limesdr/  
85  See: https://www.ettus.com/  

http://openairinterface.eurecom.fr/expressmimo2
https://limemicro.com/products/boards/limesdr/
https://www.ettus.com/
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Figure 5-7: Connectivity options. 
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5.3 System-wide integration and testing plan  

5.3.1 Integration methodology 
 
The overall integration plan followed in WP6, intends to move all developments from the local testbeds to the 
final, common testbed for UC2. The process entails:  
 
 Deployment (+life cycle) and configuration tests; 

 
 Unitary functional tests (architecture, network services, applications); 

 
 Bilateral functional tests (between related services, applications); 

 
 Performance tests. 

 
Such tests have been defined for all main components (e.g. the service ecosystem VNF-MANO-VIM, the RAN 
slice ecosystem etc.). Individual tests include measurable KPIs and non-measurable (pass/fail) conditions.  
The integration plan considers that the chaining of the existing tests can result in large end-to-end scenarios 
across the entire infrastructure and towards the final validation. The following subsections define the testing 
process and KPI measurement framework. 
 

5.3.2 Network Services  

5.3.2.1 Integration and Functional test definition 

The integration and testing of the UC2 network services relates to the integration of the VNFs with the MANO 
environment, with the NFVI and with the UC2 monitoring environment. Furthermore, functional and non-
functional (e.g. performance) characteristics need to be ascertained, to ensure that the network services 
operate within the acceptable limits for the UC. 
 
Table 5-11 contains a set of integration and functional/non-functional tests for the Network Services. Tests that 
are related to the instantiation and lifecycle management of the services are indicated as mandatory, whereas 
less critical tests are considered optional. The tests are summarised as follows: 
 
 Lifecycle Management & Configuration (VNF1-VNF5): The VNFs should be able to be instantiated by 

OSM, allocated a set of resources from the NFVI. Starting/stopping a service, disabling and deleting 
(decommissioning) a VNF are the minimum requirements for UC2.  It is noted that while disabling and 
deleting an on-boarded image, all existing running instances should remain unaffected. Testing also 
includes basic configurations (day-1 & day-2) through SWA-3 and run-time configurations through SWA-
4. 
 

 Scaling (VNF6-VNF8): These tests relate to scale-in (removing a VNF from a multi-VNF running service), 
scale-out (adding a VNF to a running service), autoscaling (re-provisioning a running instance) or 
migrating from one service to another one (replacing a NS). These are considered optional since the 
scenario is not expected to utilise all types of scaling. Autoscaling could be considered in a dynamic 
scenario with live re-provisioning of existing services. This would require a testbed configuration that 
supports autoscaling (e.g. OSM Release 5 or newer, scaling parameters defined in the VNF descriptor, 
related hypervisor technology like KVM, etc.). 
 

 Service Function Chaining (VNF9): This related to chaining of existing running functions (as opposed to 
the linking of VNFs within a service with vlinks). The UC2 services offer distinct functionalities that do not 
require them to be chained or traffic to be steered from one NS to the other, hence it is considered 
optional for UC2. 
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 Metrics collection & Non-functional testing (VNF10-VNF15): These tests pertain to the non-functional 
characteristics of the VNFs, e.g. performance, availability, security etc. and the metrics collected through 
the VNFs and Prometheus. 
 

 Functional testing (VNF16-VNF18): these refer to the testing of the VNF main functionality, i.e. its 
expected role in the UC2 scenario. More information follows on subsection 5.3.2.2. 

 
End-to-end scenarios can then be created by chaining multiple tests together, at the site of the final integrated 
testbed. The high-level description of each test is provided in Table 5-11, along with success criteria and KPIs. 
Success criteria are non-measurable, observable pass/fail conditions, while KPIs can be measured.  

 

5.3.2.2 Service functional testing 
 
The localisation and messaging service functionality will be tested and demonstrated in a gradual methodology. 
First, the proposed messaging application will be tested with a limited set of functionalities of the 5G ESSENCE. 
Then features developed in this project will be added gradually until reaching a final integrated Demo in a 
public safety event organised by the BAPCO partner.  
 
Indeed, in order to have comprehensive integration approach the following steps will be followed: 
 
 A first performance assessment of the FeedSync service in a generic network.   

 
 Tests of the proposed service in a simplified two-tier architecture similar to the one proposed in 5G 

ESSENCE where the servers can be instantiated on the main or the light DC.  
 

 Adding to the previous two-tier architecture a cSD-RAN controller proposed in 5G ESSENCE will allow 
testing radio slicing by enforcing the QoS requirements of the core and the edge to the radio part. 
 

 Adding the Telemetry component proposed in 5G ESSENCE that enables detecting a performance 
degradation hence changing the configuration. 
 

 Testing together the integrated version of the 2 proposed applications and evaluating to cope with the 
proposed end-to-end slicing and dynamic reconfiguration of the virtualised architecture. 
 

 Final evaluation in a realistic deployment with hardware similar to the one to be deployed for the final 
demo. 

 
The MCPTT service will also be demonstrated in a gradual methodology. First, the mission critical push-to-talk 
application will be tested with a limited set of functionalities of the 5G ESSENCE. Then features developed in 
the project will be added gradually until reaching a final integrated Demo in a public safety event organised by 
BAPCO partner.  
Indeed, in order to have comprehensive integration approach the following steps will be followed: 
 
 Tests of the proposed service in a simplified two-tier architecture similar to the one proposed in the 5G 

ESSENCE where the servers can be instantiated on the main DC. In this first step, WP6 will test the 
specific functionality of the service: correct attachment of the users to the service, the capability of 
starting private and group calls (emergency calls included) and the capability to arbitrate the token 
requests. 
 

 Adding to the previous two-tier architecture a cSD-RAN controller proposed in 5G ESSENCE will allow 
testing radio slicing by enforcing the QoS requirements of the core and the edge to the radio part. 
 

 Adding the Telemetry and monitoring components proposed in the 5G ESSENCE that enables detecting a 
performance degradation, hence changing the configuration. These tests will include the integration of 
the MCPTT_exporter (which exposes service specific metrics) with the monitoring system. 
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 Testing together the integrated version of the 2 proposed applications and evaluating to cope with the 

proposed end-to-end slicing and dynamic reconfiguration of the virtualised architecture. 
 

 Final evaluation in a realistic deployment with hardware similar to the one to be deployed for the final 
demo. 

 
Furthermore, the EPC is needed to connect LTE users to the vIMS and, from there, to the remaining VNFs of the 
network service. It is a networking issue that can be solved through direct routing or NAT, depending on the 
configuration of the network and the location of each component.  
 
As previously commented, the MCPTT service exposes a set of metrics which, combined with the metrics 
collected from other components will be used to trigger alerts that lead to slice reconfiguration.  
 
The vDPI’s functionality as a traffic classifier will be tested with ORION’s own labelled datasets. These sets 
contain traffic with specified velocity and volume characteristics, as well as specified protocols.  
Furthermore, basic cybersecurity tools will be used to simulate common attacks such as network scanning 
(Armitage86), a variety of protocol- or rate-based (Distributed) Denial of Service87 (LOIC88, XOIC89, HULK etc.), 
known worms (e.g. SMB datasets from WannaCry90), DNS tunnelling attacks (iodine), etc.  
 
This ensures that basic cybersecurity functionalities will be provided, as well as continuous traffic monitoring 
(across protocols, IPs and ports) which can then be utilised for load balancing and rate limiting decisions. 
Therefore, the purpose of the vDPI is to monitor such stresses on the slice, be it normal or illegitimate traffic.  
 
A gradual implementation of the functionalities involved would entail: 
 
 Deployment of the vDPI with the monitoring framework: The integration of the monitoring components 

with the vDPI will be tested locally. The setup of other tools to monitor the slice must be complete by 
this point. 

 
 Deployment of the vDPI in a dedicated slice, in the common testbed: All measurements collected by 

Prometheus or other measurement tools (like Shaker) will be providing the baseline for the UC2 
scenario. 

 
 Deployment of the vDPI in shared slices with the other services, in the common testbed: This will enable 

the vDPI to monitor the conditions on the slice, giving insight on the traffic models, protocols etc. This 
can be used to optimise traffic management in an operational scenario. 

 

5.3.2.3 KPI Measurement plan 
 
The existence of a measurement framework is key to KPI verification. In UC2, measurements can be collected 
either through Prometheus, with the addition of node_exporter to the VNFs, via OSM & OpenStack monitoring 
components, or via other tools and frameworks.  
 
The following table provides a listing of the KPIs that can be monitored with Node Exporter91/ Prometheus, for 
Linux-based services. 
 
 
 

                                                           
86  See: https://www.offensive-security.com/metasploit-unleashed/armitage-scanning/  
87  See: https://www.softwaretestinghelp.com/ddos-attack-tools/  
88  See: https://en.wikipedia.org/wiki/Low_Orbit_Ion_Cannon  
89  See: https://sourceforge.net/directory/os:windows/?q=xoic  
90  See: https://securelink.net/nb-nb/insights/wannacry-what-you-need-to-know-about-this-global-ransomware-attack/  
91  See: https://prometheus.io/docs/guides/node-exporter/  

https://www.offensive-security.com/metasploit-unleashed/armitage-scanning/
https://www.softwaretestinghelp.com/ddos-attack-tools/
https://en.wikipedia.org/wiki/Low_Orbit_Ion_Cannon
https://sourceforge.net/directory/os:windows/?q=xoic
https://securelink.net/nb-nb/insights/wannacry-what-you-need-to-know-about-this-global-ransomware-attack/
https://prometheus.io/docs/guides/node-exporter/
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Table 5-7: KPIs collected by Prometheus through use of node_exporter. 

 

Name Description 
Default 
status 

arp Exposes ARP statistics from /proc/net/arp. Enabled 

bcache Exposes bcache statistics from /sys/fs/bcache/. Enabled 

bonding 
Exposes the number of configured and active slaves of Linux bonding 

interfaces. 
Enabled 

conntrack 
Shows conntrack statistics (does nothing if 

no /proc/sys/net/netfilter/ present). 
Enabled 

cpu Exposes CPU statistics Enabled 

cpufreq Exposes CPU frequency statistics Enabled 

diskstats Exposes disk I/O statistics. Enabled 

edac Exposes error detection and correction statistics. Enabled 

entropy Exposes available entropy. Enabled 

filefd Exposes file descriptor statistics from /proc/sys/fs/file-nr. Enabled 

filesystem Exposes filesystem statistics, such as disk space used. Enabled 

hwmon Expose hardware monitoring and sensor data from /sys/class/hwmon/. Enabled 

infiniband 
Exposes network statistics specific to InfiniBand and Intel OmniPath 

configurations. 
Enabled 

ipvs 
Exposes IPVS status from /proc/net/ip_vs and stats 

from /proc/net/ip_vs_stats. 
Enabled 

loadavg Exposes load average. Enabled 

mdadm 
Exposes statistics about devices in /proc/mdstat (does nothing if 

no /proc/mdstat present). 
Enabled 

meminfo Exposes memory statistics. Enabled 

netclass Exposes network interface info from /sys/class/net/ Enabled 

netstat 
Exposes network statistics from /proc/net/netstat. This is the same 

information as netstat -s. 
Enabled 

nfs 
Exposes NFS client statistics from /proc/net/rpc/nfs. This is the same 

information as nfsstat -c. 
Enabled 

nfsd 
Exposes NFS kernel server statistics from /proc/net/rpc/nfsd. This is the 

same information as nfsstat -s. 
Enabled 

sockstat Exposes various statistics from /proc/net/sockstat. Enabled 

stat 
Exposes various statistics from /proc/stat. This includes boot time, forks and 

interrupts. 
Enabled 

textfile Exposes statistics read from local disk. The --collector.textfile.directory flag Enabled 
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Name Description 
Default 
status 

must be set. 

time Exposes the current system time. Enabled 

timex Exposes selected adjtimex(2) system call stats. Enabled 

uname Exposes system information as provided by the uname system call. Enabled 

vmstat Exposes statistics from /proc/vmstat. Enabled 

xfs Exposes XFS runtime statistics. Enabled 

zfs Exposes ZFS performance statistics. Enabled 

buddyinfo Exposes statistics of memory fragments as reported by /proc/buddyinfo. Disabled 

drbd Exposes Distributed Replicated Block Device statistics (to version 8.4) Disabled 

interrupts Exposes detailed interrupts statistics. Disabled 

ksmd Exposes kernel and system statistics from /sys/kernel/mm/ksm. Disabled 

logind Exposes session counts from logind. Disabled 

meminfo_numa Exposes memory statistics from /proc/meminfo_numa. Disabled 

mountstats 
Exposes filesystem statistics from /proc/self/mountstats. Exposes detailed 

NFS client statistics. 
Disabled 

ntp Exposes local NTP daemon health to check time Disabled 

processes Exposes aggregate process statistics from /proc. Disabled 

qdisc Exposes queuing discipline statistics Disabled 

runit Exposes service status from runit. Disabled 

supervisord Exposes service status from supervisord. Disabled 

systemd Exposes service and system status from systemd. Disabled 

tcpstat 
Exposes TCP connection status information 

from /proc/net/tcp and /proc/net/tcp6. (Warning: the current version has 
potential performance issues in high load situations.) 

Disabled 

wifi Exposes WiFi device and station statistics. Disabled 

 
In addition to 5G ESSENCE monitoring (e.g. Prometheus/Node Exporter), there are multiple tools available to 
enable testing of OpenStack and Network Service performance and reliability in multitenant scenarios. 
OpenStack provides extensive documentation on preparing and performing a variety of integration and 
functional tests on resource consumption, scalability, networking performance, service performance, etc.  
 
There are also available tools to inject faults in running instances or the OpenStack infrastructure, emulate 
service hangs, etc. The following table provides some of the main tools that can be used to measure specified 
KPIs, both internal and external to OpenStack. These tools can be used to measure specific KPIs. 
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Table 5-8: Tools for NFVI & NFV performance & availability tests. 
 

Tool Description of tool KPIs Units Description of KPI 

OpenStack 
Ceilometer 
[27] 

OpenStack native data 
collection service, 
Ceilometer data can be used 
to provide customer billing, 
resource tracking, and 
alarming capabilities 

CPU load MHz 
CPU load for each OpenStack service 
 

RAM 
consumption 

Gb 
RAM consumption for each 
OpenStack service 
 

Instances 
amnt 
 

Amount Max number of instances spawned 

Operation 
time 
 

msec Time spent for every instance spawn 

Shaker [28] Data Plane testing tool 
(needs to be deployed 
outside OpenStack), can be 
used to measure tenant 
networking performance. 

Latency ms 
The network latency 
 

TCP 
bandwidth 
 

Mbits/s 
TCP network bandwidth 
 

UDP 
bandwidth 

packets 
per sec 

Number of UDP packets with 32 bytes 
payload 
 

UDP delay 
jitter 
 

ms Packet delay variation 

UDP packet 
loss 
 

% Percentage of lost UDP packets 

TCP 
retransmits 

packets 
per sec 
 

Number of retransmitted TCP packets 

Rally [29] 
& OS-
Faults [30] 

Rally is a generic testing 
tools to automate & unify 
verification/testing/profiling 
on OpenStack nodes. OS-
faults can be used to 
perform destructive actions 
against OpenStack or Linux-
based network services (e.g. 
cause or emulate service 
faults, node faults, power 
faults, etc.) 

Service 
downtime 

sec 

How long the service was not 
available, and operations were in 
error state 
 

MTTR sec 
How long it takes to recover service 
performance after the failure 
 

Absolute 
performance 
degradation 

sec 

The mean of difference in operation 
performance during recovery period 
and operation performance when 
service operates normally 
 

 
Availability is of particular importance to UC2. Carrier-grade performance relates to the “five-nines”, which 
translates to 99,999% uptime and “extremely high availability”. Moreover, responders only care that the 
service they rely on works as offered.  
The 5G ESSENCE features VNFs that monitor the traffic without intrusion in the communications by working 
with a traffic copy (e.g. an IDS) as well as VNFs that they are inserted in the flow of the traffic (e.g. MCPTT). A 
fail in the first category may affect the service but not break the responder communications. A fail in the 
second category could be more critical. For this reason, the degree of reliability and protection must be greater 
for VNFs that are inserted in the flow of the traffic. For non-critical ICT services, a loss of service lower than 6 
minutes annually (“five nines”) may be considered adequate. For critical services where it is necessary to avoid 
any interruptions to the responder communications, “seven nines” or higher might be required. To ensure high 
availability, the VNF must ensure that failures happen rarely and that recovery times are reasonable. Thus, the 
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Mean-Time-Between-Failures (MTBF) and Mean-Time-To-Repair (MTTR) can be used to estimate the expected 
availability of the service: 
 

(Equation 1)  𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 (%) =  
𝑀𝑇𝐵𝐹∗100

𝑀𝑇𝐵𝐹+𝑀𝑇𝑇𝑅
 

 
Table 5-9: Availability characteristics. 

 

Availability %  Downtime per 
year 

Downtime per month Downtime per 
week 

Downtime per day 

99.999% ("five 
nines")  

5.26 minutes  26.30 seconds  6.05 seconds  864.00 milliseconds  

99.9999% ("six 
nines")  

31.56 seconds  2.63 seconds  604.80 milliseconds  86.40 milliseconds  

99.99999% 
("seven 
nines")  

3.16 seconds  262.98 milliseconds  60.48 milliseconds  8.64 milliseconds  

 
 

5.3.3 Monitoring Framework 
 
The monitoring framework needs to be integrated with the rest of the components in the infrastructure. The 
functioning flow is based on an automated loop that once the system is started the service register the 
components defining the related target to scrape jobs and their instances.  
The system retrieves information from the components, analysed the data and notify the management 
component of the potential issues in the infrastructure. 
 

5.3.3.1 Integration & Testing plan 
 
The monitoring framework needs to be communicated with several components in the infrastructure. This 
document further describes the components and the interfaces that have been developed to close the 
monitoring framework loop:  
 
 OSM, as main component involved in the deployment of virtual service in the infrastructure, the 

communication with the orchestrator is a key interface. The system communicates with the monitoring 
module trough the Management Monitoring Gateway to informed about the deployment of NS in the 
infrastructure and the placement of the VNFs involved. Through the MMG will also specify more tailored 
alarm configuration for the specific service. Once the metrics has been evaluated, different thresholds 
are defined to notify to the Alert Mitigation Manager of the potential problems in the infrastructure.  
 

 The SD-RAN Controller is also a vital component of the infrastructure, as 5G considers end-to-end 
services. The RAN configuration can be a bottleneck in the last segment of the service provision. HTTP 
points has been defined to send the monitored information of the related KPIs from the RAN status, as 
well as the configuration. Similar to the communication with OSM, an endpoint that is able to receive 
the alarms produced by the radio technology and decide on the assessment of actions to be made 
should be defined.  
 

 Services are the key point to validate the 5G technology. Based on the information received from the 
service behaviour, a better resource allocation and configuration of the components involved can be 
identified. This is achieved by identifying the component that is creating the bottleneck to assure the 
expected QoS. 
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 The monitored data will be integrated in the 5G ESSENCE portal by embedded Grafana visualization tool 
with the specific metrics, depicted as dashboards provided by the different components in the 
infrastructure. 

 

5.3.3.2 KPI Measurement Plan 
 
The table below summarizes the system wide KPIs, that will be provided by particular component and collected 
by the means of Prometheus agents (data collectors).  
 

Table 5-10: Overall set of KPIs for WP6. 
 

KPI Description Component  

CPU usage % Total Seconds spend by the CPUs Virtual Network 
Infrastructure 

CPU estimated usage % Estimated CPU usage for the last 1 
minute 

Virtual Network 
Infrastructure 

RAM usage % Amount of total memory available in 
the system 

Virtual Network 
Infrastructure 

Virtual memory  Total Swap memory being used Virtual Network 
Infrastructure 

Disk usage % Free disk in bytes Virtual Network 
Infrastructure 

VM port throughput Number or sent/received bytes for 
each eth device 
 

Virtual Network 
Infrastructure 

Number of tenants ID tenants 
 

5G-EmPOWER controller 

Number of UEs and IDs  overall/per tenant/per eNB/AP 
 

5G-EmPOWER controller 

Number of eNBs/APs eNBs/Aps IDs 
 

5G-EmPOWER controller 

Percentage of used bandwidth  MAC reports per cell 
 

5G-EmPOWER controller 

RSRP/RSRQ for each UE related to all 
the sensed eNB (UEs report) 
 

 5G-EmPOWER controller 

TX/RX bitrate  Per station or AP 
 

5G-EmPOWER controller 

Probability of TX success  Per station for each modulation 
 

5G-EmPOWER controller 

 TX bytes 

 TX packets 

 Airtime used by slice (ms) 

 Max queue length 

Slice parameters 
 

5G-EmPOWER controller 

users_in_dialog Number of users in dialog 
 

MCPTT service 

preregistered_users Number of preregistered users 
 

MCPTT service 

private_calls_started Number of private calls started 
 

MCPTT service 

group_calls_started Number of group calls started 
 

MCPTT service 

emergency_private_calls_started Number of emergency private calls 
started 

MCPTT service 
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emergency_group_calls_started Number of emergency group calls 
started 
 

MCPTT service 

private_calls_finished Number of private calls finished 
 

MCPTT service 

group_calls_finished Number of group calls finished 
 

MCPTT service 

emergency_private_calls_finished Number of emergency private calls 
finished 
 

MCPTT service 

emergency_group_calls_finished Number of emergency group calls 
finished 
 

MCPTT service 

private_calls_cancelled Number of private calls cancelled 
 

MCPTT service 

group_calls_cancelled Number of group calls cancelled 
 

MCPTT service 

emergency_private_calls_cancelled Number of emergency private calls 
cancelled 
 

MCPTT service 

emergency_group_calls_cancelled Number of emergency_group calls 
cancelled 
 

MCPTT service 

private_calls_participants Number of private calls participants 
 

MCPTT service 

group_calls_participants Number of group calls participants 
 

MCPTT service 

emergency_private_calls_participants Number of emergency private calls 
participants 
 

MCPTT service 

emergency_group_calls_participants Number of emergency group calls 
participants 
 

MCPTT service 

 

5.3.4 RAN slices 
 
The tests to validate the operation of RAN slicing are defined in the following section and are summarized in the 
Table 5-11. They have been described in a textual format using detailed test description structure as they need 
more details to be provided in order to be successfully performed. 
 

RAN slice creation for MCPTT (RAN1) 
 
Description:  
The objective of this test is to verify the correct creation of a RAN slice for the MCPTT service. As a result of this 
test, it has to be validated that the RAN slice is running according with its configured parameters and that it is 
visible by the UEs of the slice, who can establish an RRC connection with their serving small cell and 
communicate with the VNFs of the network service. 
 
Involved entities: cSD-RAN controller, small cell, UE, EPC, VNFs of the MCPTT network service 
 
Pre-conditions:  
 The small cell and the cSD-RAN controller are operative.  

 
 The VNFs of the MCPTT network service are operative.  
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 The core network part of the MCPTT network slice at the EPC is operative. 

 
Execution steps: 
 The cSD-RAN controller is instructed to create a new RAN slice in the small cell for the MCPTT network 

service according to specific configuration parameters (e.g. number of PRBs of the RAN slice). 
 

 The time needed to create the RAN slice is measured. 
 

 The UE of the MCPTT service is switched on, it detects the small cell and the presence of the created 
RAN slice.  
 

 The UE of the MCPTT service establishes an RRC connection with the small cell. 
 

 The UE of the MCPTT service is able to communicate with the VNFs of the MCPTT service. 
 
Success criteria: 
 The created RAN slice is running. 

 
 The MCPTT UE is able to detect the RAN slice in the small cell. 

 
 The MCPTT UE succesfully establishes the RRC connection with the small cell. 

 
 The MCPTT UE successfully communicates with the VNFs of the MCPTT service. 

 
 
 

RAN slice creation for messaging service (RAN2) 
 
Description:  
The objective of this test is to verify the correct creation of a RAN slice for the messaging and localization 
service. As a result of this test, it has to be validated that the RAN slice is running according with its configured 
parameters and that it is visible by the UEs of the slice, who can establish an RRC connection with their serving 
small cell and communicate with the VNFs of the network service. 
 
Involved entities: cSD-RAN controller, small cell, UE, EPC, VNFs of the messaging and localisation network 
service. 
 
Pre-conditions:  
 The small cell and the cSD-RAN controller are operative.  

 
 The VNFs of the messaging network service are operative.  

 
 The core network part of the messaging network slice at the EPC is operative. 

 
Execution steps: 
 The cSD-RAN controller is instructed to create a new RAN slice in the small cell for the messaging and 

localisation network service according to specific configuration parameters (e.g. number of PRBs of the 
RAN slice). 
 

 The time needed to create the RAN slice is measured. 
 

 The UE of the messaging and localisation service is switched on, it detects the small cell and the 
presence of the created RAN slice.  
 

 The UE of the messaging and localisation service establishes an RRC connection with the small cell. 
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 The UE of the messaging and localisation service is able to communicate with the VNFs of this network 

service. 
 
Success criteria: 
 The created RAN slice is running. 

 
 The UE of the messaging and localisation service is able to detect the RAN slice in the small cell. 

 
 The UE of the messaging and localisation service succesfully establishes the RRC connection with the 

small cell. 
 

 The UE of the messaging and localisation service successfully communicates with the VNFs of this 
network service. 

 
 
 

Establisment of an MCPTT call through the MCPTT RAN slice (RAN3) 
 
Description:  
The objective of this test is to verify that an MCPTT call between two UEs is correctly established, making use of 
the MCPTT RAN slice. The test includes two different configurations corresponding to the two UEs served by 
the same small cell and to one UE in one small cell and its destination UE in another small cell. 
 
Involved entities: cSD-RAN controller, 2 small cells, 2 UEs, EPC, VNFs of the MCPTT network service. 
 
Pre-conditions:  
 The small cell and the cSD-RAN controller are operative.  

 
 The VNFs of the MCPTT network service are operative.  

 
 The core network part of the MCPTT network slice at the EPC is operative. 

 
 The MCPTT RAN slice is established and is operative in the two small cells. 

 
 The two UEs are attached to the network and they are in idle mode.  

 
Execution steps: 
 Configuration 1: The two UEs are served by the same small cell. 

 
o One of the UEs initiates an MCPTT call with destination the second UE. 

 
o The call is established and the two UEs communicate. 

 
o The quality of the communication is assessed qualitatively. 

 
o The number of UEs per RAN slice per cell is measured. 

 
o The used bandwidth per RAN slice per cell is measured. 

 
o The MCPTT call is finished. 

 
 Configuration 2: The two UEs are served by different small cells. 

 
o The same steps as for configuration 1 are repeated.  
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Success criteria: 
 The two MCPTT UEs involved in the call can correctly communicate. 

 
 The quality of the communication is good. 

 
 The number of UEs per RAN slice per cell and the used bandwidth in the cell is modified correctly when 

the call is established. 
 
 
 

Message exchange through the messaging RAN slice (RAN4)  
 
Description:  
The objective of this test is to verify that the messaging application can correctly send a message from a UE to 
another UE, making use of the messaging RAN slice. The test includes two different configurations 
corresponding to the two UEs served by the same small cell and to one UE in one small cell and its destination 
UE in another small cell. 
 
Involved entities: cSD-RAN controller, 2 small cells, 2 UEs, EPC, VNFs of the messaging and localisation network 
service. 
 
Pre-conditions:  
 The small cell and the cSD-RAN controller are operative.  

 
 The VNFs of the messaging network service are operative.  

 
 The core network part of the messaging network slice at the EPC is operative. 

 
 The messaging RAN slice is established and is operative in the two small cells. 

 
 The two UEs are attached to the network and they are in idle mode.  

 
Execution steps: 
 Configuration 1: The two UEs are served by the same small cell. 

 
o One of the UEs sends a message with destination the second UE. 

 
o The message is received by the destination UE. 

 
o The message transfer delay is measured. 

 
o The number of UEs per RAN slice per cell is measured. 

 
o The used bandwidth per RAN slice per cell is measured. 

 
 Configuration 2: The two UEs are served by different small cells. 

 
o The same steps as for configuration 1 are repeated.  

 
Success criteria: 
 The message sent by one UE is correctly received by the other UE. 

 
 The number of UEs per RAN slice per cell and the used bandwidth in the cell is modified correctly when 

the message is transferred. 
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Simultaneous operation of the two RAN slices (RAN5)  
 
Description:  
The objective of this test is to verify that both the MCPTT and the messaging application are correctly operating 
in their RAN slices and that no mutual effects exist between them. Two configurations are to be tested, 
corresponding to the case where all the UEs are served by the same cell and to the case where the UEs of the 
MCPTT service are in a different cell from the UEs of the messaging service. 
 
Involved entities: cSD-RAN controller, 2 small cells, 2 UEs of the MCPTT service, 2 UEs of the messaging service, 
EPC, VNFs of the MCPTT network service, VNFs of the messaging and localisation network service. 
 
Pre-conditions:  
 The small cells and the cSD-RAN controller are operative.  

 
 The VNFs of the MCPTT network service are operative 

 
 The VNFs of the messaging network service are operative.  

 
 The core network part of the MCPTT network slice at the EPC is operative 

 
 The core network part of the messaging network slice at the EPC is operative. 

 
 The MCPTT RAN slice is established and operative in the small cell 

 
 The messaging RAN slice is established and operative in the small cell. 

 
 All the UEs are attached to the network and they are in idle mode.  

 
Execution steps: 
 Configuration 1: All the UEs are served by the same small cell. 

 
o One of the UEs initiates an MCPTT call with destination the second MCPTT UE. 

 
o The call is established and the two UEs communicate. 

 
o The quality of the communication is assessed qualitatively. 

 
o One of the UEs of the messaging service sends a message with destination the second UE. 

 
o The quality of the communication is assessed qualitatively during the message transfer. 

 
o The message is received by the destination UE. 

 
o The message transfer delay is measured. 

 
o The MCPTT call is finished. 
 

 Configuration 2: The two UEs of the MCPTT service are served by one small cell and the two UEs of the 
messaging service are served by another small cell. 
 
o The same steps as for configuration 1 are repeated.  

 
Success criteria: 
 The message sent by one UE is correctly received by the other UE. 
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 The isolation between RAN slices is satisfactory in both configurations 1 and 2, meaning that: 
 

o The message transfer delay is the same in this test than in test RAN4 when no MCPTT service 
existed. 
 

o The quality of the MCPTT communication does not degrade during the message transfer.  
 
 
 

RAN slice modification (RAN6) 
 
Description:  
The objective of this test is to verify that the configuration of the created RAN slices can be dynamically 
modified.  
 
Involved entities: cSD-RAN controller, small cell, UEs of the MCPTT service, UEs of the messaging service, EPC, 
VNFs of the MCPTT network service, VNFs of the messaging and localisation network service. 
 
Pre-conditions:  
 The small cells and the cSD-RAN controller are operative.  

 
 The VNFs of the MCPTT network service are operative. 

 
 The VNFs of the messaging network service are operative.  

 
 The core network part of the MCPTT network slice at the EPC is operative. 

 
 The core network part of the messaging network slice at the EPC is operative. 

 
 The MCPTT RAN slice is established and operative in the small cell. 

 
 The messaging RAN slice is established and operative in the small cell. 

 
 All the UEs are attached to the network and they are in idle mode.  

 
Execution steps: 
 The cSD-RAN controller is instructed to modify the configuration of the existing RAN slices (e.g. to 

increase the number of PRBs of one slice and to reduce the number of PRBs of the other slice). 
 

 After the new configuration has been enforced in the network, establish different MCPTT calls between 
UEs of the MCPTT service and exchange messages between UEs of the messaging and localisation 
service.  
 

 The number of UEs per RAN slice per cell is measured. 
 

 The used bandwidth per RAN slice per cell is measured. 
 
Success criteria: 
 The two RAN slices are operative after the reconfiguration. 

 
 The UEs of the MCPTT service correctly communicate after the reconfiguration. 

 
 The UEs of the messaging service correctly communicate after the reconfiguration. 

 
 The used bandwidth per RAN slice is in accordance with the new configuration. 
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Verification of propoper monitoring of RAN and appropriate alarm triggering (RAN7) 
 
Description:  
The objective of this test is to verify proper operation of the monitoring system based on Prometheus agent as 
well as the appropriate alarm generation based on the predefined thresholds, as identified in Tables 3.1 - 3.8. 
The key idea behind the test is to emulate situation of passing particular threshold (i.e. higher resource 
utilization, or lower availability) and at the same time verify if the proper functioning of the process of data 
flow: telemetry -> OSM -> alarm mitigation -> alarm / resource. 
 
Involved entities: cSD-RAN controller, 1 small cell, 2 UEs, EPC (optional), VNFs of the messaging and localisation 
network service or MCPTT. 
 
Pre-conditions:  
 The small cell and the cSD-RAN controller are operative.  

 
 The VNFs of the messaging network service are operative. 

 
 The VNFs of the MCPTT are operative.  

 
 The core network part for particular networks slice tested at the EPC is operative. 

 
 The appropriate RAN slices are established and is operative in the two small cells. 

 
 The two UEs are attached to the network and they are in idle mode. 

 
 All the monitoring agents (VIM, RAN, MCPTT, messaging) are configured and active.  

 
 The alarm thresholds for the resources under evaluation have been set to the level where it is simple to 

trigger alarm (e.g. min CPU usage % = 25, max CPU usage % = 30) 
 

 Set of relevant KPIs to be measured {X} has been identified and suitable monitoring agents are already 
properly decoding the KPI data. 

 
Execution steps: 
 Configuration 1: The two UEs are served by the same small cell (KPI selected = Xi) 

 
o Start generating data of the network service with a settings where its “operational point” is very 

close to a particular one. 
 

o Check the statistics under consideration (KPI=Xi) if it is properly collected. 
 

o Increase traffic as long as the particuluar KPI maximum alarm threshold is reached and keep 
increasing the traffic so that KPI maximum threshold is passed. 
 

o Verify if the alarm has been triggered properly (if not = report it). 
 

 Configuration 2: The two UEs are served by different small cells. 
 

o The same steps as for configuration 1 are repeated.  
 
Success criteria: 
 All the measured KPIs, when passed beyond the maximum threshold level raise an alarm 

 
 An suitable action is towards RAN controller is exectued by the CESCM (orchestrator) 
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5.3.4.1 KPI Measurement Plan 
 
The following KPIs are considered in the RAN slicing tests (RAN1 to RAN6): 
 
 RAN slice creation time: It is the total time needed to create a RAN slice.  

 
 Number of UEs per RAN slice per cell: This indicates the number of UEs in connected state in each RAN 

slice and cell. 
 

 Used bandwidth per RAN slice per cell: This indicates the percentage of PRBs used by each RAN slice in 
each cell. 
 

 Isolation: This measures the impact of the traffic of one RAN slice over another RAN slice. It is obtained 
as the difference between the performance observed by the service of one RAN slice when there are 
active UEs in the other RAN slice and the performance observed when there are no active UEs in the 
other RAN slice.  
 

 Message transfer delay: It is the total time needed to send a message of the messaging service from one 
UE to another UE. 
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Table 5-11: Integration tests for UC2. 

 

## ID Name Description 
Priority

92 
Related 

Components 
Related inputs Success criteria KPIs 

1 VNF1 VNF deployment 
NFVO validates, on-boards & 

enables a package 
M 

VNFs, OSM, an 
OpenStack PoP 

Actions from the NFVO admin, VNF 
image & descriptors 

VNF descriptor is on-
boarded on Catalogue, or 

rejected as invalid 
 

Time to complete operation 

2 VNF2 VNF instantiation 
NFVO instantiates an 

enabled VNF 
M 

Actions from the NFVO admin, VNF is 
on-boarded & enabled 

NFVO validates the 
existence of resources 

and instantiates a service 
 

Instantiation time 

3 VNF3 VNF decommissioning 
NFVO disables and deletes 

an on-boarded VNF 
 

M Actions from the NFVO admin 
VNF descriptor is 

disabled and removed 

Time to complete operation 

4 VNF4 
NS lifecycle 

management 

The VNF receives LCM93 
messages from the NFVO 

through the SWA-3 interface 
and executes the operation 

 

M 

A running 
service, OSM, 
an OpenStack 

PoP 

Actions from the admin 
 

The NS configuration is 
applied 

5 VNF5 
NS run-time 

configuration 

Configurations are sent to 
the running service either via 
direct connection to VM or 

via SWA-4 interface 
 

M 

6 VNF6 NS migration 
Seamless Migration between 

running instances 
 

O 

No faults or interruptions 
in connectivity 

7 VNF7 NS scaling 

Scale out/in a running 
service by adding or 

removing a VNF 
 

O 

                                                           
92  M: Mandatory,  O: Optional 
93  LCM: LifeCycle Management includes basic primitives and other actions defined in the juju charm build. 
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## ID Name Description 
Priority

92 
Related 

Components 
Related inputs Success criteria KPIs 

8 VNF8 NS Autoscaling 
Re-provisioning a running 

instance 
 

O 

9 VNF9 
Service Function 

Chaining 
Chain two services together O 

VNFs, OSM, an 
OpenStack 
PoP, SDN  

controller, 5G-
EmPOWER 
controller 

 

10 VNF10 
Export of VNF resource 

data to Prometheus 

The VNF exports resource 
utilisation data to 

Prometheus 
O 

A running 
instance with 

node_exporter
, a running 

Prometheus 
server 

 

None 
Prometheus receives 

streamed data 
N/A 

11 VNF11 
Availability of the 
network service 

The network service runs for 
1x, 2x, 4x, 8x the duration of 

an end-to-end scenario 
without failures 

 

M 

A running 
instance in an 

OpenStack PoP 
 

Rally & Os-faults to induce faults and 
measure KPIs, moongen to generate 

varied loads 

Continuous runtime in 
variable load conditions 

Availability %, MTBF, MTTR 

12 VNF12 Network Performance 
The network performance of 

the NS is assessed 
 

M 
Shaker, moongen (for network 

performance), Neutron QoS extension 
The NS  performs as 

expected for UC2 
Latency, packet loss etc. 

13 VNF13 Fault Management 
The VNF reports faults in 

case of failure 
O 

Rally & OS-faults to induce faults and 
measure KPIs 

The fault is rectified, if 
the NS has failed 

catastrophically it is re-
deployed 

MTTR 

14 VNF14 VNF security 

Unnecessary services on the 
VNF are inactive, known 

vulnerabilities patched, etc. 
 

M 
Pentesting/cybersecurity tools, 

labelled traffic data sets 
The NS is hardened 

against security threats 
False positive, false negative 

detections 

15 VNF15 VNF privacy The VNF provides privacy M Available as Privacy specifications Privacy information are Time to complete a cognitive 
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## ID Name Description 
Priority

92 
Related 

Components 
Related inputs Success criteria KPIs 

information, the information 
is easily discoverable and 

comprehensible 

part of 
specifications 

and/ or 
through a UI 

 

discoverable walkthrough (e.g. time a user 
trying to find this information) 

16 VNF16 
Mission Critical Push-

to-talk 
Functional testing M 

A running 
instance 

Tailored traffic generator or actions 
from UEs 

The MCPTT service 
arbitrates group a private 

push to talk calls 
 

E2E latency 

17 VNF17 Messaging/Localisation Functional testing M 
A running 
instance 

Tailored traffic generator or actions 
from UEs 

Messages reach without 
delay 

 
E2E latency 

18 VNF18 Deep Packet Inspection Functional testing M 
A running 
instance 

Traffic generator (moongen) or existing 
traffic captures 

The VNF classifies traffic 
and shows accurate 

statistics 
 

E2E latency 

19 RAN1 
RAN slice creation for 

MCPTT 

This test is to verify the 
correct creation of a RAN 

slice for the MCPTT service 
M 

cSD-RAN 
controller, 

small cells, UE, 
EPC, VNFs of 
the MCPTT 

network 
service 

Configuration parameters of the RAN 
slice (number of PRBs) 

The RAN slice is running. 
MCPTT UEs detect the 
RAN slice in the small 

cell, can establish an RRC 
connection and can 

communicate with the 
VNFs of the MCPTT 

network service. 
 

RAN slice creation time 

20 RAN2 
RAN slice creation for 

messaging service 

This test is to verify the 
correct creation of a RAN 

slice for the messaging 
service 

M 

cSD-RAN 
controller, 

small cells, UE, 
EPC, VNFs of 

the messaging 
and 

localisation 
service 

Configuration parameters of the RAN 
slice (number of PRBs) 

The RAN slice is running. 
Messaging service UEs 
detect the RAN slice in 

the small cell, can 
establish an RRC 

connection and can 
communicate with the 
VNFs of the messaging 

and localisation service. 
 

RAN slice creation time 
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## ID Name Description 
Priority

92 
Related 

Components 
Related inputs Success criteria KPIs 

21 RAN3 
Establishment of an 

MCPTT call through the 
MCPTT RAN slice 

This test is to verify that an 
MCPTT call between two UEs 

is correctly established, 
making use of the MCPTT 

RAN slice. 

M 

cSD-RAN 
controller, 

small cell, EPC, 
UE, VNFs of 
the MCPTT 

network 
service 

The MCPTT RAN slice has been 
previously established. 

An MCPTT UE initiates a call to another 
MCPTT UE. 

Two configurations are to be tested: 
(1) The two UEs are served by the 

same small cell.  (2) The two UEs are 
served by different small cells. 

The two MCPTT UEs 
involved in the call can 
correctly communicate. 
The number of UEs per 

RAN slice per cell and the 
used bandwidth in the 

cell is modified correctly 
when the call is 

established. 
 

Number of UEs per RAN slice 
per cell, Used bandwidth per 

RAN slice per cell 

22 RAN4 
Message exchange 

through the messaging 
RAN slice 

This test is to verify that the 
messaging application can 
correctly send a message 
from a UE to another UE, 

making use of the messaging 
RAN slice. 

M 

cSD-RAN 
controller, 

small cell, UE, 
EPC, VNFs of 

the messaging 
and 

localisation 
network 
service 

The RAN slice of the messaging and 
localisation service has been previously 

established. The two UEs have the 
messaging and localisation service 

running. One UE sends a message to 
the other. Two configurations are to be 
tested: (1) The two UEs are served by 
the same small cell.  (2) The two UEs 

are served by different small cells. 
 

The message sent by one 
UE is correctly received 

by the other UE. The 
number of UEs per RAN 

slice per cell and the used 
bandwidth in the cell is 

modified correctly when 
the message is 

transferred. 
 

Number of UEs per RAN slice 
per cell, Message transfer 
delay, Used bandwidth per 

RAN slice per cell 

23 RAN5 
Simultaneous 

operation of the two 
RAN slices 

This test is to verify that both 
the MCPTT and the 

messaging application are 
correctly operating in their 

RAN slices and that no 
mutual effects exist between 

them. 

M 

cSD-RAN 
controller, 
small cells, 

UEs, EPC, VNFs 
of the MCPTT 

and messaging 
network 
services 

The two RAN slices for the MCPTT and 
the messaging network services have 
been previously established. A UE of 
the MCPTT service initiates a call to 
another UE. While the call is active, 
another UE of the messaging service 
sends a message. Two configurations 
are to be tested: (1) All the UEs are in 
the same cell. (2) The UEs of MCPTT 
are in a different cell than the UEs of 

messaging service. 
 

The two MCPTT UEs can 
correctly communicate. 

The message sent by one 
UE of the messaging 
service is correctly 

received by the other UE. 
No mutual degradations 
are observed in any of 

the two services 

Isolation: The message delay is 
the same as the one obtained 
in test RAN4 where no MCPTT 
Call exists. The quality of the 
MCPTT call is not affected by 

the message. 
 

24 RAN6 RAN slice modification 

This test is to verify that the 
configuration of the RAN 
slices can be dynamically 

changed. 

O 

cSD-RAN 
controller, 

small cell, UEs, 
EPC, VNFs of 

The RAN slice of the MCPTT service 
and that of the messaging service have 

been previously established. 
The number of PRBs for each RAN slice 

The two RAN slices are 
operative with the new 
configuration. The used 
bandwidth per RAN slice 

Used bandwidth per RAN slice 
per cell 
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## ID Name Description 
Priority

92 
Related 

Components 
Related inputs Success criteria KPIs 

the MCPTT and 
messaging 
network 
services 

 

is modified. is in accordance with the 
new configuration. 

25 RAN7 
RAN related alarm 
trigger validation 

This test validates proper 
functioning of the Alarm 
Management Subsystem 

M 

cSD-RAN 
controller, 
small cells, 

UEs, EPC, VNFs 
of the MCPTT 

and messaging 
network 
services 

 

Appropriate configuration of alarms, 
its thresholds and suitable mitigation 

actions (directed towards RAN 
controller) 

Every time the maximum 
alarm threshold is 
passed, suitable alarm is 
generated, and relevant 
action executed 

Number of different alarm 
types successfully evaluated 

26 RAN8 
Maximum capacity of 
the testbed RAN 
network 

This test evaluates a 
maximum capacity of a RAN 

network under test 
M 

cSD-RAN 
controller, 
small cells, 

UEs, EPC, VNFs 
of the MCPTT 

and messaging 
network 
services 

The two RAN slices for the MCPTT and 
the messaging network services have 
been previously established. A UE of 
the MCPTT service initiates a call to 
another UE. While the call is active,  

another UE of the same service 
connects to the network. This 

operation is repeated as long as the 
QoS for a service is above the required 

level.  
 

Capacity of the 
underlying LTE radio 
stack has been identified 
properly.  

Maximum number of parallel 
user sessions realized without 

the loss of quality.  
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5.4 Integration planning  
 
In order to be able to realize the integration for the use case UC2, there need to be relevant planning of future 
efforts in order to minimize the risk of not preparing the final demo on time or according to the expected 
specification.  
This should start with identifying risks and milestones to be reached and then to prepare a roadmap for further 
integration works. It will be the task of T6.3 leader to keep the risks at acceptable levels and keep planning 
under control in order to meet the milestones as they are identified. 
 

Table 5-12: Risks related with integration and demonstration. 
 

Risk Description Mitigation strategy 

R1 Testbed is not complete (there 
are missing elements) and does 
not allow the WP6 scenario to be 
performed 

Installation and configuration steps have been described in the 
section 5.2 of this deliverable. Moreover, there are two local 
testbeds used for preliminary integration and development. After 
achieving some preliminary goals there will start a discussion on 
integrating solutions into a single testbed. 
 

R2 Testbeds are not provided on 
time  

The work on testbeds installation (local to common) will be 
carried straight from the D6.2 submission. There is a planned 
integration meeting once the final testbed architecture is 
finalised, so all functional components will be moved after 
operational and baseline tests were successful (e.g. EmPOWER 
installation and operation is finalized in TCS testbed, service and 
monitoring is finalised in the local testbeds prior to integration to 
common one). 
 

R3 Testbed is incomplete or some 
functionalities are disabled 

The target capabilities of the demo are already identified. The 
demo scenario will be prepared such that even if some expected 
functionalities are not there still some alternative ones can be 
shown.  
 

R4 Objectives of the demo are not 
possible to be met 

The objectives of the demo were used in Section 5 (Table 5-1) of 
this deliverable to provide direct mapping towards the 5G 
ESSENCE components and their functions. To this purpose the 
local testbeds are considered first and then common testbed – so 
that the risk is minimized. The idea is to collectively combine all 
the issues and lessons learned and used them well in advance the 
BAPCO event to minimize the risks of unsuccessful demonstration. 
 

R5 Final demonstration is not 
capable of properly 
demonstrating expected results 
of WP6/UC2, due to limitations of 
the venue or any other technical 
circumstances.  

The WP6 partners have already planned to collect requirements 
towards the BAPCO demo premises and required demo features. 
However, the partners consider some alternative scenarios in case 
some functionalities/capacities at the demo venue are not as 
planned (e.g. remote access to some local testbed of the partners, 
videos showing the pre-recorded demo on the common testbed). 
  

R6 Supplementary functions and 
services (e.g. EPC, IMS) are not 
available, not configured 
properly. 

The MCPTT is assuming the local virtualized IMS deployment 
already, however the EPC needs to be selected and required 
configuration needs to be identified and prepared. These activities 
will be performed in local testbeds by respective partners. 
Therefore, by the time of common testbed these services shall be 
available. For the service ecosystem and monitoring, a plan has 
been provided listing most important configurations. For 5G-
EmPOWER and LTE stack, work is already underway by TCS. 
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R7 Radio transmission for the 
testbed or demo is heavily 
interfered during tests so the end 
results are not visible well.  

In order to avoid the problem, there will be a request for 
frequency allocation for the demo purposes from the BAPCO 
organizers. In the laboratory settings eNB (SDR) with low power 
will be used. In worst-case alternatives will be considered (e.g. 
using cables to connect to SDR, limiting the power and distance 
between devices). 
 

R8 The testbed network services and 
other necessary components are 
incompatible or have inconsistent 
dependencies (e.g. different 
versions of same library). 
 

The effort has been performed during D6.2 preparation as well as 
in the course of T6.2/T6.3 activity to align required libraries and 
SW versions.  

R9 Availability of remote connection 
to the common testbed is limited. 

The selection of the testbed location will consider among others 
also the capability to offer VPN connectivity.  
 

 
Besides the risks there is the need for identifying the milestones which will pave the way towards successful 
integration and eventually the demo. These internal WP6 milestones refer to the final integration and 
demonstration (not to be confused with the project milestones): 
 
 Milestone-1: testbed location selected (M22): Done, final testbed location will be provided by TCS. 

 
 Milestone-2: integration plan ready (M22): Done, included in D6.3. 

 
 Milestone-3: testbed architecture defined (M23/M24): Final details to be decided during M23-24 with 

dedicated weekly WP6 teleconferences. Final configuration of testbed and BAPCO demo falls within the 
scope of the upcoming D6.3. 
 

 Milestone-4: local testbeds deployed (M23-M24): partially done, MANO stack is finalised, final 
integration with WP4 monitoring components is underway. 
 

 Milestone-5: preliminary integration tests performed (M24-25): After the D6.2 completion, the partners 
will undertake the implementation of the integration plan according to the defined tests. 
 

 Milestone-6: integration workshop for common testbed performed (M25): All components will be 
moved and integrated to the common Thales testbed, in a dedicated meeting. Final integration, testing 
and validation results will be included in D6.3. 
 

 Milestone-7: final integration completed, KPIs verified, project demonstrated (M27): Results delivered in 
D6.3. 

 
All in all, the WP6 developments and basic integration will be prepared locally (see 4.3) and after successful 
integration in the local testbeds all partners will organize the common testbed available by TCS. Partners in the 
local testbed will focus on performing the mandatory tests (see Table 5-11) and after finalizing the results will 
be reported to the T6.3 leader/WP6 leader for discussion.  
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6 Compliance and Certification 
 
In order to remove barriers towards the adoption of UC2 services it is necessary to study their compliance to 
the EU regulatory ecosystem and to the performance characteristics required by the end users. An important 
aspect to address at this point is the difference between compliance and certification. A certification is a 
confirmation of certain characteristics of a system, often performed by external, independent review or audit. 
Marks of certification can often increase trust in a specific product and contribute to its commercial success. 
 
 

6.1 Regulatory compliance 
 
Ensuring the regulatory compliance of the Use Case 2 services is a key activity that removes barriers towards 
their adoption. This section discusses the regulatory framework that applies across EU member states that is 
relevant to the operational aspects of the VNF ecosystem.  
The 5G ESSENCE adopts the UC2 project’s regulations-based specifications for its key components and 
illustrates how to start implementing compliance mechanisms. It is important to point out that while the 
analysis of the regulatory framework is commonly shared among all 5G ESSENCE use cases, the specifications of 
the network services and the needs for availability and dependability may significantly differ. 
 

6.1.1 Analysis of EU regulatory landscape  

 
General Data Protection Regulation: Regulation (EU) 2016/679 of the European Parliament and of the Council 
of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on 
the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) 
(Text with EEA relevance) [31] 
 
The EU General Data Protection Regulation is in place to safeguard the rights of the data subjects and enable 
them to better control their personal data. The Regulation aims to alleviate the fragmentation in data 
protection law across EU member states and replace the previous Directive with a unified set of rules.  
The GDPR features an improved territorial scope since it applies to controllers/processors of personal data that 
are established in the Union, regardless of the location of the processing. Article 4 makes the following 
definitions: 
 

Key definitions in Article 4 with relation to 5G ESSENCE UC2 
 

“Personal data means any information relating to an identified or identifiable natural person (“data 
subject”); an identifiable natural person is one who can be identified, directly or indirectly, in particular by 
reference to an identifier such as a name, an identification number, location data, an online identifier or to 
one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social 
identity of that natural person; 
“processing” means any operation or set of operations which is performed on personal data or on sets of 
personal data, whether or not by automated means, such as collection, recording, organisation, structuring, 
storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or 
otherwise making available, alignment or combination, restriction, erasure or destruction; […] 
“profiling” means any form of automated processing of personal data consisting of the use of personal data 
to evaluate certain personal aspects relating to a natural person, in particular to analyse or predict aspects 
concerning that natural person’s performance at work, economic situation, health, personal preferences, 
interests, reliability, behaviour, location or movements; […] 
“controller” means the natural or legal person, public authority, agency or other body which, alone or jointly 
with others, determines the purposes and means of the processing of personal data; where the purposes 
and means of such processing are determined by Union or Member State law, the controller or the specific 
criteria for its nomination may be provided for by Union or Member State law; 
“processor” means a natural or legal person, public authority, agency or other body which processes 
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personal data on behalf of the controller; […] 
“consent” of the data subject means any freely given, specific, informed and unambiguous indication of the 
data subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement 
to the processing of personal data relating to him or her; 

 
In this context, the role of the data subject is filled by the emergency responders that utilise the 5G ESSENCE 
system. The project, however, does not extrapolate a natural person’s behaviour (e.g. buying patterns, religious 
beliefs, health etc.) in a way that constitutes profiling. The basic principles that underline the GDPR (Article 5) 
regard: 
 
 The lawfulness, transparency and fairness of processing; 

 
 The limitation of its purpose (data must be collected for clear and explicit reasons); 

 
 The principle of data minimization (data collected should be adequate to perform the specific purpose 

but limited to what is necessary); 
 

 The accuracy of the data; 
 

 The minimization of storage that permits identification of the data subject for no longer than necessary; 
 

 The security and confidentiality of the data. 
 
Article 6 further analyses the lawfulness of processing while Article 7 details the consent processes that should 
apply. Lawfulness of processing is guaranteed in this case as the data processed by the VNF contribute to the 
safety of the responders and are vital to the carrying out of their task which is exercised through an official 
authority. However, this does not imply that the consent of the emergency personnel is not required, who need 
to be aware of the data processing activities.  
 

Article 6 Lawfulness of processing 
 

1. Processing shall be lawful only if and to the extent that at least one of the following applies: 
 
(a) the data subject has given consent to the processing of his or her personal data for one or more 

specific purposes; 
 

(b) processing is necessary for the performance of a contract to which the data subject is party or in 
order to take steps at the request of the data subject prior to entering into a contract; 
 

(c) processing is necessary for compliance with a legal obligation to which the controller is subject; 
 

(d) processing is necessary in order to protect the vital interests of the data subject or of another 
natural person; 
 

(e) processing is necessary for the performance of a task carried out in the public interest or in the 
exercise of official authority vested in the controller; 
 

(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by 
a third party, except where such interests are overridden by the interests or fundamental rights 
and freedoms of the data subject which require protection of personal data, in particular where 
the data subject is a child. 

 
Another point that is important for UC2 is the delineation of the role of the data controller and Data Protection 
Officer. Specifically, Articles 24-43 relate to the responsibilities of the data controller, the data processor, and 
establishes the role of the Data Protection Officer. Article 26 describes the case for Joint Controllers. This case 
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could be applicable to UC2, as the telco provider and the official authority managing the emergency can both 
act as the Data Controller, especially if the services are provided in a B2B fashion. 
  
Open Internet Regulation: Regulation (EU) 2015/2120 of the European Parliament and of the Council of 25 
November 2015 laying down measures concerning open internet access and amending Directive 2002/22/EC 
on universal service and users’ rights relating to electronic communications networks and services and 
Regulation (EU) No 531/2012 on roaming on public mobile communications networks within the Union (Text 
with EEA relevance). [32] 
 
The Open Internet Regulation establishes the circumstances where traffic classification, prioritisation and 
management are legitimate. It lays down specific net neutrality rules and governs the way ISPs may choose to 
manage the traffic that passes through their networks, while ensuring equal and non-discriminatory treatment 
of traffic. Specifically, the following aspects are particularly relevant to UC2: 
 

(8) When providing internet access services, providers of those services should treat all traffic equally, without 
discrimination, restriction or interference, independently of its sender or receiver, content, application or 
service, or terminal equipment. According to general principles of Union law and settled case-law, comparable 
situations should not be treated differently, and different situations should not be treated in the same way 
unless such treatment is objectively justified. 

(10) Reasonable traffic management does not require techniques which monitor the specific content of data 
traffic transmitted via the internet access service. 

(12) Traffic management measures that go beyond such reasonable traffic management measures may only be 
applied as necessary and for as long as necessary to comply with the three justified exceptions laid down in this 
Regulation. 

(13) First, situations may arise in which providers of internet access services are subject to Union legislative 
acts, or national legislation that complies with Union law (for example, related to the lawfulness of content, 
applications or services, or to public safety), including criminal law, requiring, for example, blocking of 
specific content, applications or services. 

(14) Second, traffic management measures going beyond such reasonable traffic management measures might 
be necessary to protect the integrity and security of the network, for example by preventing cyber-attacks that 
occur through the spread of malicious software or identity theft of end-users that occurs as a result of spyware. 

(15) Third, measures going beyond such reasonable traffic management measures might also be necessary to 
prevent impending network congestion, that is, situations where congestion is about to materialise, and to 
mitigate the effects of network congestion, where such congestion occurs only temporarily or in exceptional 
circumstances. 

 

Article 3 further states that traffic management must be reasonable, transparent, non-discriminatory and 
proportionate. Article 4 details how providers of internet access services shall be transparent in their contracts 
about traffic management; hence, traffic management through UC2 for cybersecurity purposes should be 
included. Article 5 also mentions that national authorities should be able to monitor compliance with this 
Directive and record their findings. The application of any traffic classification/monitoring/prioritisation within 
the context of UC2 is lawful since it does not restrict users’ access based on arbitrary or business-oriented 
decisions but is required for public safety.  
 
ePrivacy Directive: Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 
concerning the processing of personal data and the protection of privacy in the electronic communications 
sector (Directive on privacy and electronic communications) [33] 
 
At the moment, there is a proposal for a revision of the ePrivacy Directive, to better align it with the GDPR, take 
into account continuing technical innovation, and to transform it into a Regulation [34]. This would mean that 
the EU Member States would implement the Regulation as-is, as opposed to a Directive which can be 
implemented in any way considered suitable by the Member States. The proposal for the Regulation was 
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released on January 2017. Although GDPR protections are applied to UC2, the new ePrivacy regulation focuses 
not only of communications content but also of communication metadata (such as location data). Although it 
can be foreseen that the use of metadata for public safety operations will be considered lawful, the UC2 
services can be revisited to ensure compliance with the new regulation. 
 

6.1.2 Best practices 
 
Value-sensitive design (VSD) [35] is built around the simple concept of designing technology to encompass 
human values and principles. VSD addresses common design issues by taking into account the ethical values of 
the involved stakeholders. Privacy by design [36] is an example of VSD that focuses on privacy during the entire 
development of a product. The way that Privacy-by-design is achieved depends on the application and 
technologies involved although the design is guided by a set of foundational principles: 
 

1. Proactive not reactive; preventative not remedial: the approach should be characterised by proactive 
measures that come before-the-fact. 
 

2. Privacy as the default setting: Even if a user does not set specific policies, their privacy is still, 
automatically protected. 
 

3. Privacy embedded into design: Privacy is integral to the system without diminishing functionality and 
not “bolted on as an add-on”. 
 

4. Full functionality – positive-sum, not zero-sum: False dichotomies (“privacy vs security”) should be 
avoided and no unnecessary trade-offs should be made. 
 

5. End-to-end security – full lifecycle protection: Strong security measures are essential and should apply 
to the entire data lifecycle. This extends to the introduction of Security-by-design. 
 

6. Visibility and transparency – keep it open: Trust is easier to build when there is transparency and the 
stated promises can be verified across all stakeholders. 
 

7. Respect for user privacy – keep it user-centric: Keep in mind the interests of the individual and provide 
privacy defaults, notices and empowering user-friendly options. 

 
 
The GDPR further includes a definition of data protection by design and by default: 
“In order to be able to demonstrate compliance with this Regulation, the controller should adopt internal 
policies and implement measures which meet in particular the principles of data protection by design and data 
protection by default.” 
 
It dedicates Article 25 on data protection principles such as data minimisation, i.e. ensuring that only the data 
that are required for processing are used.  
 
A Data Protection Impact Assessment [37] is the process where the data protection risks of a project are 
evaluated. The DPIA should include information on the nature and characteristics of the data processing, the 
necessity and proportionality of processing, an assessment of risks and the mitigation measures that might be 
applicable. The Data Protection Officer of an organisation should review the DPIA with the assistance of the 
Data Processor and notify the National Data Protection Authority if further authorisation or consultation is 
required. Article 35 of the GDPR provides the minimum requirements for a DPIA. It needs to provide: 
 
 A systematic description of the planned processing operations and the purposes of the processing, 

including, where applicable, the legitimate interest pursued by the controller; 
 

 an assessment of the necessity and proportionality of the processing operations in relation to 
the purposes; 
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 an assessment of the risks to the rights and freedoms of data subjects, and; 
 

 the measures intended to address the risks, including safeguards, security measures and mechanisms to 
ensure the protection of personal data and to demonstrate compliance with the GDPR regarding 
the rights of data subjects and other persons concerned. 

 
Hence, the VNF developers need to perform a DPIA and assess the data privacy risks of each VNF. To that 
extent, 5G ESSENCE reviews possible privacy risks, and lists specific mitigation measures. This work, along with 
sets the basis for a set of compliance specifications that are generated specifically for VNF products, since no 
available DPIA template covers the specificities of SDN/NFV technology. The main aim of this work is to ensure 
that DPIA practices are adopted by the 5G ESSENCE partners and offer support for the development of GDPR 
compliant future products.  
 

6.1.3 Regulatory compliance specifications  
 
Based on the previous analysis, 5G ESSENCE has adopted the SHIELD project’s regulatory compliance 
specifications for the definition of the regulatory compliance specifications for each VNF. This template can of 
course be adapted to any components that store or process personal data (internal or external to 5G ESSENCE). 
The 5G ESSENCE provides instruction on how to fill out the specifications for a component and provides the 
specifications for all 5G ESSENCE VNFs. The information provided in the template is organised in specific 
sections: 
 
 General Information: This includes basic information on the VNF such as its name, its developer and a 

brief description of its key function. It also includes any certification or standardisation marks.  
 

 Interfaces and Formats: This is a brief overview of all the inputs and outputs that are programmed in the 
VNF. This includes all interfaces and a mention of all standard and non-standard data formats. 
 

 Data Types (based on Article 4 & Article 11): This section overviews the way that the GDPR applies to 
the VNF. It contains information on the types of personal data that can be parsed by the VNF (e.g if it 
collects IP addresses, emails, cookies etc.), any data in special categories (e.g. medical, political, religious 
etc. This generally does not apply to the specific 5G ESSENCE VNFs, although it might be used in future 
developments). Identifiability refers to the possibility that the data help identify a specific data subject 
with processing that is internal to the VNF. This helps assess the impact of a data breach and the level of 
protection that must be applied, within the DPIA. It is the responsibility of the VNF developer to include 
which types of personal data can be parsed by the VNF. An example is IP addresses in L3 network data, 
HTTP Cookies in L7 Data, etc. An analysis per protocol might be required94.  
 

 Data Storage: This section details how the VNF stores data, what is the retention period, if there are 
additional protection mechanisms. It is the responsibility of the VNF developer to apply data protection 
in the form of encryption/pseudonymisation/anonymisation. 
 

 Data Processing: This section details the processing of personal data within the VNF. It includes purpose, 
if processing is monetized or profiles the individual, a description of the data processing algorithm, and a 
description of the obligations of the data processor, etc. It includes a justification on the lawfulness of 
processing and what is considered to be legitimate use for the VNF. 

 
 Data sharing: This section details the possible data recipients. It lists the APIs and interfaces that are 

available to the VNF for data sharing. It considers GDPR stipulations, as well as the needs of law 
enforcement and cybersecurity agencies. The VNF provider is responsible to make clear which APIs are 

                                                           
94  For example, the headers From, Authorization, Proxy-Authorization, User-Agent, X-ATT-DeviceId, X-Wap-Profile, X-UIDH, 

X-Csrf Token, X-Request-ID, X-Correlation-ID, Set-Cookie could lead to identification of a person or device within HTTP 
traffic. 
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available for a data sharing, but the service provider that chooses to on-board the VNF may opt-out from 
using them. It is the responsibility of the service provider to provide information to their clients on how 
their data are being shared and if they are being monetized or re-used.  

 

 Data Subject Rights: This section is relevant if the VNF retains personal data (such as network flows, IPs 
etc.). If there is no retention, the data subject rights do not apply. If data are retained but are not 
identifiable, Article 11 states that the data subject should provide a way to identify subsets of data 
relating to them. 

 

 Open Internet: This part is relevant to the Open Internet regulation and EU’s net neutrality rules. If the 
VNF applies traffic classification or rate limiting, it should be justified as lawful according to the 
regulation’s stipulations.  

 

 Non-discrimination: This section applies only on VNFs that perform any sort of behavioural profiling or 
process data in sensitive categories. In this case, there should be justification of the use of this 
processing and safeguards should be in place to ensure that the information cannot be misused against 
the data subject or lead to discriminatory practices of any kind. 

 

 ePrivacy: This section regards processing of communication contents and the identifiability of the data 
subject. The provider needs to ensure that communications are safe and secure and that no 
unwarranted processing takes place (with the exception of Lawful Interception).  

 

6.1.3.1 VNF Compliance Specifications  
According to the template that was presented, 5G ESSENCE provides the compliance specifications of the 5G 
ESSENCE VNFs in the following tables. 
  

Table 6-1: MCPTT VNF compliance specifications. 
 

1 
General 
Information 

VNF Name vMCPTT (virtual Mission Critical Push To Talk) 

VNF version 
 

V1.10 

VNF Developer 
 

EHU 

VNF Description Arbitrates MCPTT group and private calls, while managing 
priority levels 
 

Certification & 
Standardisation 
 

3GPP Rel. 13 onwards 

2 
Interfaces and 
Formats 

Data Inputs 
 

Ingress traffic, VNFO traffic 

Data Outputs 
 

Egress traffic 

Data Formats 
 

Rules received by the VNFO in xml format, MCPTT traffic 

3 
GDPR 
applicability 

Personal Data 
 

N Does not apply 

Special Categories 
 

N Does not apply 

Identifiability 
 

N Does not apply 

4 Data Storage 

Data Storage 
 

N Network traffic is not stored or retained after processing,  

Data Retention N Retention ends after processing 
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Data Encryption 
 

Y Media and control signaling 

Pseudonymisation 
 

N The VNF does not pseudonymise traffic 

Anonymisation 
 

N The VNF does not anonymise traffic 

5 Data Processing 

Purpose 
 

No personal data processing 

Profiling 
 

N No behavioural profiling of data subjects 

Monetisation 
 

N Does not apply 

Data Processing 
 

Does not apply 

Data Processor 
 

Does not apply 

Data Protection 
Officer 
 

Does not apply 

Data Controller 
 

Does not apply 

Consent processes 
 

Does not apply 

Lawfulness 
 

Does not apply 

6 Data sharing 

Other 5G ESSENCE 
components 
 

N Does not apply 

Third parties 
 

N No APIs for third party access 

Law enforcement 
 

N No APIs for Law Enforcement access 

Cross-border data 
sharing 
 

N No APIs for cross-border data sharing 

CERT/CSIRT95 
 

N Does not apply 

7 
Data Subject 
Rights 

Right of access 
 

N/A Does not apply 

Right of 
rectification 
 

Right to be 
forgotten 
 

Restriction 
 

Notification 
 

Data portability 
 

                                                           
95  A Computer Emergency Response Team (CERT) is an expert group that handles computer security incidents. Alternative 

names for such groups include Computer Emergency Readiness Team and Computer Security Incident Response Team 
(CSIRT). Also see the discussion in: https://cybersponse.com/the-difference-between-certs-and-csirts-what-are-they/  

https://cybersponse.com/the-difference-between-certs-and-csirts-what-are-they/
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8 Open Internet 

Traffic Classification 
 

N 
Does not apply 

Rate Limiting 
 

N 
Does not apply 

9 
Non-
Discrimination 

Potential for misuse N Does not apply 

10 ePrivacy 

Protection of the 
contents of a 
communication 
 
 

N Does not apply 

Use of cookies to 
provide a user 
experience and 
track user 
preferences 

N Does not apply 

 
 

Table 6-2: Messaging/Localisation VNF compliance specifications. 
 

1 
General 
Information 

VNF Name Chat/Localisation 

VNF version 
 

- 

VNF Developer 
 

TCS 

VNF Description 
 

Passes time critical messages & location data. 

Certification & 
Standardisation 
 

None 

2 
Interfaces and 
Formats 

Data Inputs 
 

Ingress traffic, NFVO traffic 

Data Outputs 
 

Egress traffic 

Data Formats 
 

- 

3 
GDPR 
applicability 

Personal Data 
 

Y Communication & location data. 

Special Categories 
 

N No special category data are being processed. 

Identifiability Y Partial identifiability by location data and 
communications. 
 

4 Data Storage 

Data Storage 
 

N 
 

VNF does not retain data. 

Data Retention 
 

Data Encryption 
 

Pseudonymisation 
 

Anonymisation 
 

5 Data Processing Purpose Messaging & Localisation for emergency responders 
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Profiling 
 

N Does not apply 

Monetisation 
 

N Does not monetise its users’ data 

Data Processing 
 

Yes – Localisation and message relaying 

Data Processor 
Administrator of the OSM stack is responsible to deploy and 
manage the service. 
 

Data Protection 
Officer 

Within the Public Authority operating the system. In B2B 
scenario where the PA purchases this service from third party, 
both Data Protection Officers need to be informed. 
 

Data Controller 
Public Authority operating the system or Joint Controllers in 
case of B2B scenario. 
 

Consent processes 
Yes – (Consent can be included in responder contracts). 
 

Lawfulness 
Yes – Public Safety 
 

6 Data sharing 

Other 5G ESSENCE 
components 

Y Resource utilisation data exchanged with Prometheus. 

Third parties 
N Does not apply 

 

Law enforcement 
N Does not apply 

 

Cross-border data 
sharing 

N Does not apply 

CERT/CSIRT 
 

N Does not apply 
 

7 
Data Subject 
Rights 

Right of access 
 

N No retention of information/ Does not apply. 

Right of 
rectification 
 

Right to be 
forgotten 
 

Restriction 
 

Notification 
 

Data portability 
 

8 Open Internet 

Traffic Classification 
 

N Does not apply 

Rate Limiting 
 

N Does not apply 

9 
Non-
Discrimination 

Potential for misuse N Does not apply 
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10 ePrivacy 

Protection of the 
contents of a 
communication 

Y 
According to ePrivacy directive, communication data 
must be protected. This includes location metadata. 

Use of cookies to 
provide a user 
experience and 
track user 
preferences 
 

N Does not apply 

 
 

Table 6-3: vDPI compliance specifications. 
 

1 
General 
Information 

VNF Name vDPI (Virtual Deep Packet Inspection)  

VNF version v0.4 
 

VNF Developer ORION 
 

VNF Description This VNF inspects packet headers and classifies traffic in 
categories (e.g. per application type, etc.) 
 

Certification & 
Standardisation 
 

None 

2 
Interfaces and 
Formats 

Data Inputs Ingress traffic, NFVO traffic 
 

Data Outputs Egress traffic, classification results/statistics, STIX threat 
information, etc. 
 

Data Formats Rules received by the VNFO in xml format, netflow traffic. 
 

3 
GDPR 
applicability 

Personal Data Y IP addresses, packet headers may include emails, http 
cookies, etc. 
 

Special Categories N Does not apply 
 

Identifiability Y Certain packet headers could provide identifiable 
information (e.g. emails, login credentials, etc.). 
 

4 Data Storage 

Data Storage N Network traffic is not stored or retained after processing, 
only classified. Results of the classification are output 
from the VNF. 
 

Data Retention N Retention ends after processing. 
 

Data Encryption N No data encryption in this vDPI version. 
 

Pseudonymisation N The VNF does not pseudonymise traffic. 
 

Anonymisation N The VNF does not anonymise traffic. 
 

5 Data Processing 

Purpose Cybersecurity monitoring and reporting an incident to a CERT. 
 

Profiling N No behavioural profiling of data subjects. 
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Monetisation N Does not apply 
 

Data Processing This VNF uses nDPI to classify traffic types. 
 

Data Processor 
The administrator of the VNF can act as the data processor. 
 

Data Protection 
Officer 

Information must be available to the data subject. A Data 
Protection Officer must be appointed by (each) data controller. 
 

Data Controller 

The Public Authority that deploys the VNF is the data controller. 
In case of B2B deployments, joint controllers may be 
envisioned. 
 

Consent processes 
The client should be informed if the VNF is running on the 
network and consent to its use. 
 

Lawfulness 

Lawful use of the vDPI includes cybersecurity monitoring in case 
of an incident, the VNF monitors the offending traffic and 
exports statistics in STIX 2.0 format96 for a CERT or other 
national cybersecurity agency. 
 

6 Data sharing 

Other 5G ESSENCE 
components 

Y The VNF may send classification results to an InFlux DB97 
which are visualized in a dashboard. 
 

Third parties 
N No APIs for third party access. 

 

Law enforcement 

N No APIs for Law Enforcement access; events and 
mitigation actions can be reviewed through the 
dashboard or through external visualization tools. 
 

Cross-border data 
sharing 

N No APIs for cross-border data sharing. 
 
 

CERT/CSIRT 
 

Y CERT/CSIRTs can receive information in STIX 2.0 format. 

7 
Data Subject 
Rights 

Right of access 
 

N/A 
There is no data retention once processing ends; hence 
the data subject rights measures do not apply. 
 

Right of 
rectification 
 

Right to be 
forgotten 
 

Restriction 
 

Notification 
 

Data portability 
 

8 Open Internet Traffic Classification Y 

The VNF monitors and classifies traffic. Use for 
cybersecurity monitoring or load balancing is legitimate 
according to the Open Internet Regulation. 
 

                                                           
96  See: https://stixproject.github.io/stix2.0/  
97  See: https://www.influxdata.com/  

https://stixproject.github.io/stix2.0/
https://www.influxdata.com/
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Rate Limiting N 
The VNF does not apply rate limiting rules, does not 
discriminate against specific types of traffic. 
 

9 
Non-
Discrimination 

Potential for misuse N 

The VNF does not profile the user or process data in 
sensitive categories, hence the potential for misuse is 
minimized. 
 

10 ePrivacy 

Protection of the 
contents of a 
communication 
 

N/A 
The VNF does not process the contents of 
communications. 

Use of cookies to 
provide a user 
experience and 
track user 
preferences 
 

N 
The VNF does not utilise cookies. Cookies may be part of 
the network traffic in higher OSI layers and receive the 
same protection as other personal data under the GDPR. 

 
The legal compliance specifications, as well as the technical specifications for the VNFs should be visible prior to 
their deployment. This would enable the user to select which VNFs to use by making an informed decision. In 
the context of privacy and data protection, it is considered a good practice to use privacy icon sets that allow 
the user to quickly visualize data protection concepts without legal and technical jargon. Icons include the type 
of data that are used, the various types of processing, how it is stored and shared, or deleted.  
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6.2 GDPR Certification  
 
In the 5G ESSENCE’s case, certification requires the existence of a trusted third party that inspects the VNF 
and verifies that it is compliant with GDPR and that the information provided in its specifications are accurate. 
According to the GDPR Article 42, “the Member States, the supervisory authorities, the Board and the 
Commission shall encourage the establishment of data protection certification mechanisms and of data 
protection seals and marks”. The certification should be voluntary and transparent, and the certification body 
should be granted cooperation and access to the processing. Article 43 of the GDPR states that certification 
bodies should be accredited (ISO 17065). As GDPR is implemented in each Member State, it is expected that 
multiple data protection certification providers will be accredited with the relevant national authorities. Thus, it 
will be possible in the future for VNF developers to get their products certified for GDPR compliance.  
 
Apart from the GDPR, compliance with well-known standards and privacy reference frameworks can be taken 
into account. ISO/IEC 27001 Information Security Management Systems [38] is a well-known international 
standard for information security that provides a set of standardised requirements for an information security 
management system (ISMS). ISO/IEC 27018 [39] similarly defines guidelines for implementing personal data 
protections and specifies controls within ISO/IEC 27001. ISO certification in this context can be considered 
suitable for 5G ESSENCE’s case. ISO/IEC 29100 [40] provides a privacy framework.  
 

6.3 Other Certifications 
 
This section briefly discusses the certification and validation of the 5G ESSENCE VNF ecosystem. This focuses on 
the certifying the VNF ecosystem and its performance as carrier-grade (as opposed to GDPR certification or 
other privacy and data protection certifications). Technical certification of VNFs can be a major step towards 
their adoption in the market as it increases trust in the final product. Especially in the case of the 5G ESSENCE, a 
VNF that is certified by an appropriate, accredited certification body and bears a certification mark, could 
potentially be more easily adopted by first responder organisations that operate on the site of an emergency 
and require highly dependable services.  
 
Related certification environments are starting to be available to VNF developers. In most cases, the 
certification they offer is driven by either a major association of suppliers, or by telco/service providers. The 
purpose is each case is quite different; telco providers often focus on the certification of VNFs they intend to 
deploy on their own networks, while suppliers usually focus on the creation of a VNF marketplace based on 
their cloud offerings.  
 
The Nokia CloudBand ecosystem [41] (Figure 6-1) is such an example. CloudBand is being marketed as “the 
world’s first carrier-grade OpenStack NFV platform”. Nokia offers membership to an association of members 
that comprises VNF developers, other suppliers, etc., and allows them to certify their products in this 
ecosystem. According to Nokia, the purpose of this effort is: 
 

 To validate VNF suppliers’ compliance with NFV standards; 
 

 Expedite deployment and reduce risk; 
 

 Accelerate time to market with pre-validated VNFs;   
 

 Access a broader range of pre-validated VNFs, offering greater choice for service creation;  
 

 Gain the opportunity to create a self-service marketplace for applications for enterprise and residential 
customers. 

 
The environment is based on OpenStack and the CloudBand line of products which provide the functionalities 
of the Orchestrator (NFVO), the Virtual Infrastructure Manager (VIM), etc. This means that when an NFV 
supplier is certified for this platform, they are inevitably “locked-in” to use CloudBand products for the 
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deployment of their VNFs. The certification and the association of members, however, has built a “critical 
mass” since it is backed by a major supplier. 
 
Huawei follows a similar approach in their Open Labs [42]. Open Lab partners include China Mobile, VMware, 
Red Hat, Canonical and the Linux Foundation, OPNFV etc. These efforts mark a key step to realizing Huawei's 
future-oriented open SoftCOM architecture, based on their proprietary All Cloud technology.  
 

 
 

Figure 6-1: Nokia’s CloudBand certification environment. 
 
Red Hat’s VNF certification [43] (Figure 6-2) can offer a deeper integration for NFV and verify that providers of 
virtual network functions are taking full advantage of the cloud platform for customer deployments. It is 
currently used by Cisco, Huawei, Citrix, Ericsson, Juniper networks, etc.  
 
Red Hat’s environment closely resembles to the 5G ESSENCE environment. It uses the CloudForms Open Source 
VIM and a very similar NFVI (e.g. support for KVM and Docker, OpenDayLight SDN Controller, CentOS is closely 
related to Red Hat Enterprise Linux, etc.). Red Hat’s environment also takes into account VNF standardisation 
and differs in that it provides validation per vertical industry and for different over-the-top (OTT) services.  
  

 
 

Figure 6-2: Red Hat’s NFV certification environment. 
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Other environments have also been created by telco operators, in order to certify VNFs for operational use in 
their own networks. For example, Telefónica collaborates closely with ETSI and OpenMANO and supports the 
development of the OSM Orchestrator and hosts their own VNF reference lab. This case requires more strict 
requirements and rigorous testing, but the exploitation potential is directly targeted to the needs of each telco.  
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7 Conclusions  
 

This document details the technical specifications for UC2. The 5G ESSENCE architecture is in the position to 
provide significant benefits to first responders operating at the site of an emergency, by providing highly 
trusted and efficient services.  
 
Key issues explored for UC2 are: 
 
 The slice and mobility management: The correct installation and configuration of the EmPOWER 

controller is of paramount importance. UC2 expects that a dedicated slice will be provided for the two 
key services (MCPTT & Messaging/Localisation). 
 

 The effective monitoring of UC2 services: The monitoring framework is able to oversee how resources 
are being utilised and improve the placement or management of the UC2 services.   
 

 The development and deployment of the key network services: The 5G ESSENCE strives to maintain 
compliance to the ETSI NFV & MANO standards. The technical specifications of the UC2 services 
illustrate that option.  
 

 The integration plan towards the final demonstration: The integration plan takes into account not only 
WP6 developments but also the WP3/WP4 contributions that form the basis of this use case. 

 
The main challenge of the use case is the capability to reconfigure the requested slices for different services. 
Specifically, to see how the system is able to prioritize a Public Safety service over a commercial one. To that 
aim, the monitoring component collects data from the different components of the system and processes them 
in order to raise alerts when the current slice configuration must be revisited.  
The radio slices and the cloud slices can be reconfigured separately, because there can be a need of assigning 
more PBRs to one radio slice, but, at the same time, the assignment of resources in the cloud side can be 
appropriate (and vice-versa). 
 
One of the key points that WP6 also addresses was to maintain compliance to the architecture frameworks 
proposed by ETSI and align the overall UC developments with known best practices. The integration of 
components in such a diverse ecosystem is a major undertaking, where a misconfiguration can easily “break” a 
required functionality. The proposed integration plan has taken steps to identify most important pitfalls, based 
on the existing work performed by the partners in their local testbeds.  
The approach of local development and integration prior to the integration to the common WP6 testbed, 
allowed the partners to identify many of the risks and test different configurations prior to establishing the final 
integration plan. A variety of KPIs and measurement tools have been documented so far. The results of this 
work will be delivered in the upcoming D6.3 deliverable that focuses specifically on the validation results of 
UC2. This also includes the feedback from the final BAPCO event (expected at November 2019) where it will be 
showcased. 
 
Finally, the compliance of the Use Case services to the EU regulatory ecosystem and to the End User 
requirements was considered. A preliminary analysis of EU regulation showed that processing of network traffic 
through the deployed network services, the prioritisation of this traffic and the monitoring of other metadata 
(e.g. location) are legitimate and lawfulness is guaranteed, in the interest of public safety.  
KPI measurements (described in detail within Section 5) are required to ensure that the services deliver the 
performance, availability, reliability characteristics required by telco operators and/or end users. Availability is 
of particular importance for UC2, as interruptions in provided services can significantly hinder the work of the 
responders and put them at risk.  
 
Moving forward from D6.2, the definition of the integration and testing plan will set the basis for the technical 
work performed by WP6 partners. The final end-to-end integration is expected at M25, along with 
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measurements and basic verification of KPIs by M27. The final target is that WP6 will deliver the technical 
demonstration at BAPCO (either live or through video, depending on the venue’s capabilities).  
This work will be documented in the final WP6 report (D6.3) that will include the final (common) testbed 
configuration, results from KPI verification tests, a description of the final demonstration and the related 
feedback, thus concluding the work of WP6. 
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